A TexHOoNnoOrnu
3alUnTbl OETEN

2 apORoH CPene B MUHTEPHETE
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NccnepoBaHme pUCKOB, C KOTOPbIMU CTankMBaloTCS
B CETM HECOBEPLUEHHONETHUE, a TakXXe TEXHONOMUN
NX 3alUTbl KakK HUKOrOa akTyanbHO cenyac, B aroxy,
Korga BeCb MUp NepeLLen B OHNarH. B cuny
BO3pacTa U OTCYTCTBUS OMNbiTa AETU OCOBEHHO
yA3BUMbI 4119 Pas3NnYHOro pona kKubepnpecTyn-
HWUKOB, MO3TOMY Mbl AOMXHbI YAENATH NOBbILLEHHOE
BHMMaHME X 6€30MacHOCTU B UHTEPHETE.

KaxeTcs, 4To Bonpoc 6e3onacHOCTU geTen

B MHTEPHETE HMKOraa He OyneT ndydeH Ao KOHLa,
BeOb KaXablv rod, N gaxe Kaxabi Mecsl,

Mbl HabngaeM NOsSBNEHNE HOBbIX YrPO3.
CeropHslwHWe puckn TpaHchopmMmpytoTcs,
pacKpbIBalOTCA U YCUNUBAIOTCS NOA BANSHUEM
TEXHOMNOrMYeCKNX TPEHAOB U FNOOanbHbIX
n3MeHeHUn B obuectse. Kak Mbl MOXeM obecne-
YnTb 6€30MacHOCTb AETEN B MHTEPHETE U 3alUNTUTb
X OT PUCKOB, KOTOPbIE HACTYNAT 3aBTpa?

OTOT BOMPOC HYXHO 06CYyXaaTb Ha BCEX YPOBHSX:
OT ObITOBOTO, B pamkax KaxaoW CEMbM, 40 rOCy-
LAPCTBEHHOrO, pa3BuBas NPOCTPaHCTBO A4
COBMECTHOW OTBETCTBEHHOCTU 3a 6€30MacHOCTb
peten. Hanpumep, NIT-paspabotymkam HEO6X0OUMO
CKOHLIEHTPUPOBATbCS Ha puUckax, MPOTUBOAENCTBUE

HoBbin undposom Mmp
NOMMUMO OYEBUAOHbIX
NOCOB TauUT B cebe
HemMaso OrnacHoOCTeWN,
OCOOEHHO ONg aeTen
N NOOPOCTKOB.

KOTOPbIM HEAOCTATOUYHO 3PPEKTUBHO. A BrUsHecC

N BCe KOMMepYeckne NpeanpusaTnsg AONXHbI
coenatb 6€30NacHOCTb AeTeN NPUOPUTETOM,
yunTbiBas €€ eLé Ha cTagmm pas3paboTky NponykTa.
OTOenbHO HYXHO OTMETUTb POSib UHCTUTYTOB
obpasoBaHua. Ha mown B3rnag, UMEeHHO OHUW OOMNXKHbI
CTaTb LEHTPaMU 3KCMNEPTN3bl NO 3TON TEME.

Oco6eHHO BaxHO pa3BmMBaTh Y AETEN HABbIKMU
LMPPOBON FUrMEHBI N 6E30MACHOIO NCMNONb30BaHMUS
nHTepHeTa. OgHako no-HacToswemy 3dPeKTUBHO
3aWUTUTb geTen OT KN6EPPUCKOB N MPEAOTBPaTUTL
NX NOSIBIEHNE MOXHO TOMbKO O6bEeaMHUB YCUINS
BCEX 3aMHTepeCcOBaHHbIX CTOPOH. Takas paboTa
yXe BefgeTcs B paMkax AnbsHca no 3awmte getTen

B LMPOBON CPene, OAHUM U3 yYpeanTenemn
koToporo ctan «Poctenekom». KomnaHum-
OCHOBAaTeNun anbsiHCca NpunaratT MakCUMyM YCUTNN
ONs co3paHus 6e3onacHom 1 6naronpusTHOm
uMdpoBON Cpedbl, AENATCSA NYYLWNMN NPaKTUKaMmn

M HOBEMLWMMU pasdpaboTkaMn BO 6/1aro cambix
MOOAbIX YTEHOB POCCUNCKOro obLiecTBa. YBepeH,
BMECTe KpyrnHeunwme poCCMNCcKUe KoMnaHmm
CMOTYT CO3AaTb NO-HaCTOALWEMY 61aronpuUaTHYIO
cpepy ans pa3Butus, obyyeHns n 6e3onacHoro
O6LLUeHVs aeTen B BUPTyanbHOM MPOCTPaHCTBEY.

Muxann OceeBckun,
npeanpeHT NAO «Poctenekom»

BeepeHue

KnioueBble
BblBOAbI

Knéeppwncku
onga peten
U NoapOCTKOB

KpVIMVIHa.ﬂVISHLWIﬂ, BTArmBaHmne
B KPUMUHaNbHbI€ NPaKTUKN

MapkeTnHroBsoe pgaBneHue,
pyckKoBaHHbIe AE€HEXHbIE
OTHOLLEHNS

JlnyHoCTHas aTaka,
ncuxonornyeckoe Hacunune

Lindpposas akcnnyataums,
ucnonb3oBaHue pebeHka ans
co3aaHusl LMPPOBOro KOHTEHTa

MHdopmaumoHHoe paBneHue,
UHPopMaLus, He NpeaHa3HaYeHHas
Ana geTen n NogpocTKOB

Appouvkums, dopmuposaHme
3aBUCUMOCTU OT UHTEPHET-Cpeabl

TexHonornyeckue
peleHns no 3awuTe
OEeTEN B UHTEPHETE

Puckn
B 6ynyuiem

PekomeHpaumn
cTeukxongepam

MeTopgonorusa

O6 aBTOpax
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(BeBepeHue)

NHTepHEeT CTaHOBUTCSH HEOTHEMITIEMON YaCTblO
Hallen X13HU. YPOBEHb NMPOHUKHOBEHUSA MHTEPHETA
B Poccun — 89 %, a 310 129,8 13 145,9 MunnnoHos
Yyenosek, NPMUYeM AeTU N HECOBEPLUEHHONETHNE
cocTaBnstoT 21,8 % OT HaceneHmsa CTpaHbl.

3a 2021 rog konn4yecTBO NoNb30BaTENEN
WHTEepHeTa yBenuuunochb Ha 4,7 %.! eTtn
ByKBanbHO «pPOXAaloTCs CO CMapTGOHOM B pyke»
N aKTUBHO MOJb3YIOTCS MHTEPHETOM, MPU 3TOM

OHWN OTHOCSHTCS K Hanbornee ys3BUMON KaTeropum
nonb3oBaTenem: UX KOrHUTUBHbIE CMTIOCOBHOCTH,
MUPOBO33PEHNE N HaBbIKWU KPUTUYECKOTrO

MbILNEHUS Haxo[saTCa B npouecce GOpMUPOBaHMS.

KonuuecTtBo npecTynneHun B kubepnpocTpaHcTBe
pacTeT. C KaxablM OHEM NOSIBNAIOTCS HOBblE

MEeXaHWKW, NpeacTaBnsiolme yrposy ans netemn
N NOAPOCTKOB B UHTEPHETE, a CTapble METOAbI
3alunThbl NnepecTatoT paboTaTtb. [IOMUMO cembM,
LUKOJSIbl M MPAaBOOXPaHUTENbHbIX OPraHOB
BaXHbIMU 3/1IEMEHTaMU 3alnTbl AeTEN
cTaHoBaTca NT-pelieHns, BCTPOEHHbIE B
NPUBbIYHYIO LUPPOBYIO CPEaY: MOUCKOBbLIE
CUCTEMbI, CoLManbHble CETU, KOMMYHMKa-
LWNOHHbIE CEPBUCHI, UTPbI.

PazpaboTka TeEXHONOrMYeCcknx MeETOOOB
3aWKNTbl AeTEeN, HanpaBneHHbIX

Ha obecneyeHne nx 6e30nacHOCTN B OHManH-
cpene, Hepa3pbIBHO CBA3aHa C U3y4YeHneM
KM6eppurCKOB, NPeACTaBNSIOWMNX YIPO3y

AN HECOBEPLUEHHONETHMUX.

NccnepoBaHne «TexHONOrmm 3aWwnTbl AeTen

B MHTEPHETE» NPOBOAMNOCH C okTa6pa 2021 ropa
no anpenb 2022 ropa. B pamkax uccnegosaHus
Obln NpoBeAeH aHannua KNbeppmnCKoB ONa oeten

N NOAPOCTKOB, N3YyYEHbl TEXHONOIMYECKNEe Mepbl
NO NPOTUBOAENCTBUIO KNGeppuckam, onpeneneHsol
PUCKN, C KOTOPbIMU HECOBEPLUEHHOMNETHNE MOTYT
CTONIKHYTbCS B ByaylieMm, a Takxe npennoxeHsbl
peKkoMeHaaummn ansa CTENKXoNnaepos.

pucka KNacTepoB

1 Digital 2022 Global Overview Report»,
We Are Social, Hootsuite, 2022

pVCKOB B OyoyLlem

>>

>>

>>

>>

>>

B ocHoBe nccneposaHnsa ncnonb3osancs
NCKYCCTBEHHbIA NHTENNEKT (MalnHHoe
obyuyeHune). NpepctaBneHHas nHbopmauns

W BblBOAbI NOMy4YeHbl C IPUMEHEHUEM
WHTEeNnneKTyanbHON aHanINTN4Y€CKON CUCTEMBI
BbISIBIEHNS HOBbIX PbIHKOB, NE€PCNEKTUBHbIX
TEXHONOrMN U METOA0B UX NCMONMb30BaHUA
TeqViser. KnacTepHbin aHann3 npoBoauncs
Ha OCHOBe Bbl6OpPKM, BKOYaloWwen 6onee

21 TbicYM Hay4HbIX paboT.

Ha ocHoBe aHanunaa 6onee 500 ncTOYHNKOB
nuTepaTtypbl 66110 BbiSBNEHO 23 puUcka,
yrpoxaiowmx 6e3onacHOCTM AeTen n NnogpoCTKOB

B UHTepHeTe. [lna onpepeneHns cTeneHn onacHOCTH
pUCKOB N 3¢ PEKTUBHOCTU TEXHONOTNYECKUX
peweHun No NPOTUBOAENCTBUIO UM Oblna gaHa
3KCMNepTHas oueHKa OT NpUrnaweHHbIX K uccnepo-

BaHMIO CNeunannucToB B obnacTtm knéepbesonacHoOCTH,

OETCKOMN NMCUXONOrnm n COLMOISIOrnn.

B pamMkax n3y4eHuns TEXHONOrMYECKMX Mep

no NPOTUBOAENCTBUIO Knbeppuckam gnsa geteun
M NOApPOCTKOB 6bINIO NpoaHanM3MpoBaHo 6onee
300 nateHTOB, KOMNaHun u NT-peweHun

B obnactu knbepbesonacHoCcTu geTen

n nopgpocTkos. [1o pe3ynbTaTtam aHannsa 6bino
chopmMmnpoBaHo 8 knacTepoB TEXHONOIMYECKNX
pelweHnn.

Ha ocHoBaHuM cyllecTBYIOWMX PUCKOB U paaa
TPEHAOB, NPOANKTOBAHHbIX TEXHOIOINYECKMMMU,
counanbHbIMU U FEONONUTUYECKUMUN NUBMEHEHUAMM,
6b1nm onpepeneHbl 10 obnacten, B KOTOpbIX 6yayT
dopmMUpoBaTbCA PUCKN AN HECOBEPLUEHHONETHNX
B 6nmxanwem byayLiem.

Mo peaynbTratam nccnepgoBaHus 6binm
npennoxeHbl peKkoMeHpaunm ansa CTeMKxXonnepos,
HanpaBneHHble Ha ycuneHue 6e3onacHoOCTU geten
N NOAPOCTKOB B UHTEPHETE.

BeepeHue
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(Knio4vesblie)
BbIBOA,bl

Camble onacHble pUCKU
CBSI3aHbl C MCUXONMOrNYEeCKNM
Hacunnem Hap pebeHKOM

Pucku, npeacTaensaiowmne co6on pesynbtart
arpeccrMBHOro CTONIKHOBEHUS MeXay noabMu,
NMEIOT BbICOKYIO CTEMEHb ONMacHOCTW.

Mpu 3TOM TEXHONOrNYEeCKNe pelleHns
LOCTaTO4YHO PasBUTbI, YTOObLI MPOTMBOCTOATh

NMPUMUTUBHbIM JINYHOCTHbIM aTakaM U CHUXaTb
NXx 06bEM, HO HE CNOCO6HbI npenoTBpaTuUTb aTakun
CO CTOPOHDI 60/bLLOro KoNM4yecTBa 3N0OYyMbIWNEH-
HWKOB UNTN TEX, KTO XOPOLWO OCBEAOMNEH

O npuHumMnnax pa6OTbI TEXHONOrnn.

PelweHnsa, cBa3aHHbIE

C dunbTpaymen KOHTeHTa

N 3alLNTON OeTen OT OHNanH-
MOLEeHHMYecTBa, Nnpopabo-
TaHbl Ny4dle opyrunx

Hanbonee apdpekTBHO paboTaoT MeToabl
3alnTbl OT PUCKOB, CBsI3aHHbIE C dUnbTpaumen
1 6NOKNPOBKOM KOHTEHTa NOpHOrpadpuruyeckoro
N HaCUNbCTBEHHOrO XapakTepa, a Takxe

C NpefoTBpaLLEHMEM CllyYaeB OHManH-
MOLUEHHNYECTBa U pacnpoCTpaHeHns
onacHbIx TOBapoOB. TexHonornyeckme

peLleHns, HanpaBieHHble Ha NPOTUBOAENCTBUE
3TUM puUckam, BCTPOEHbI B PYHKLIMOHaN cpasy
HECKObKMX KNacTepOB TEXHONOMMYECKMX Mep
60pbObI (CMCTEMbBI POAUTENBCKOTrO KOHTPONS,
WHTEPHET-PUNBLTPDI), @ TaKXe NPUCYTCTBYIOT
HenocpencTBeHHO Ha nnaTdopmax,
NPEeAOoCTaBNAIOWNX LUPPOBON KOHTEHT.

A

KnioyeBble BbIBOAbI

Puckn, cBsidaHHble C MIHPOPMALMOHHBIM

M MapKeTUHrOBbIM AaBfeHNEM, BOBNEYEHNEM
LeTen B PUCKOBAHHbIE OEHEXHbIe OTHOLLEHNS,
a TakXxe pacnpocTpaHeHneMm gesnHdopmaumm
M KOHTEHTa, HEe NpegHa3Ha4YeHHOoro Ans

geTen n NogpocCTKOB, B 3HAYNTENbHON

HepooueHeHbl puckn, CBA3aH-
Hble C MHGOPMALMOHHbIM
N MapPKETUHIOBbIM AaBfEHNEM

CTeneHn HeoOLEHEHbIl. XOTs CTENKXONAepb!
NHGOPMUPOBaAHbI 0O UX HaNM4YUK, HEO6XOOMMO
noBbIWeHne LndpOBON FPaMOTHOCTH

B 0o6nacTu Ux NnpodunakTukm, a Takxe
KOHCoNupaLmm ycunuim co CTOPOHbI BCEX
BOBNEYEHHbIX CTOPOH.

B cpenHecpoyHOM nepcnekTnee oxmngaeTcs
YyCUIEHNE PUCKOB, CBA3AHHbIX C Pa3BUTUEM
BMPTYyanbHOW PeanbHOCTUN U MeTaBCENEHHbIX
(pocT BAnAHNS LMPPOBbLIX NHGMIOEHCEPOB,
HOBbl€ BO3MOXHOCTM B3aVMOAENCTBNS MEXAY
B3POCNbIMU U [ETbMU); UCKYCCTBEHHOTO

Pucku 6ygyuwiero TpebyioT
0CcOo60ro BHMMaHus

WHTENNeKTa Kak MHCTPYMEHTa NpecTynHON
OEeATEeNbHOCTU U TEXHONOMNY BOCNUTaHUS;
pOCTOM LMPPOBOro paspbisa, MHPOPMaLMOHHbIX
BOWH 1 LMPPOBON U30NALNN; HOBBIMW YrpO3amMu
NPMBaTHOCTN N NEepPCOHaNbHbIM AaHHbIM
(undpoBon cnepn, bnomeTpwmsa).

PasBuTne TexHonornm kak nopoxgaowmx Knéep-
PWCKW, TaK U HanpaBneHHbIX Ha 60pPbOY C HNUMMU,
NPONCXOANT KpanHe AnHaMmn4yHo. B npouecc noucka
peweHnn B aTon chepe JOMKHO ObITb BOBMEYEHO
MHOXeCTBO Cy6bekTOoB. [1pn 3TOM CTENKXONAEPSI

Bopbba ¢ kubepyrposzamu
TpebyeT B3anmMoaencTBus
MHOXeCTBa CTENKXONOEPOB

LOJIXHbI ObITb CBOGOOHbLI B MPOSIBAEHUN UHULME-
TMBbI U 3KCNepuMeHTupoBaHuu. Mpouecc 6yneT
no-HacTtosuemMy 3pPeKTUBHbIM B TOM Clyvae,
ecnun oynet copMUPOBaAHO MPOCTPAHCTBO
COBMECTHOW OTBETCTBEHHOCTU 3a pe3ysbTar.



Knéeppuckn
anga petTeu
N NOOPOCTKOB
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>>  KJIACTEPbI PEJIEBAHTHBbIX

HAYYHbIX PABOT

Knactepusaumns npegcraenseT cobom
pasdneHne BbIGOPKM OOBHEKTOB Ha NOA-
MHOXECTBAa, Ha3blBaeMble KnacTepamu,
Tak, YTO6bI KaXabI KNacTep coCcToan

N3 cxoxux obbekTos. Kaxpas Touka

Ha kapTe npeacTaBnsgeT cobon OgHy

M3 Hay4HbIX CTaTen, KOTopble O6bEeANHEHDI
B KnacTepbl MO NPUHA[MEXHOCTH

K onpeneneHHon TemaTuke.

Bcero 6bino BbigeneHo 33 knacTepa
peneBaHTHbIX Hay4HbIX paboT. K Hanbonee
KPYMHbIM KflacTepam, NpuBneKaoLnm
BHMMaHWe nccnegosaTenemn, MOXHO
OTHECTU: KNOEPOYNANHT, UHTEPHET-
3aBUCUMOCTb U PUCKU CEKCYaNlbHOro
XapakTepa (oomoraTtenbcTBa,
nopHorpadunyeckmm KOHTEHT), Tpad-
dUKMHI, a TakXe pUCku, kacarowmecs
6e30MacHOCTN NEPCOHAaNbHbIX
OaHHbIX geTen.

33

knactepa
peneBaHTHbIX
Hay4HbIX paboT

3aTteM Mbl NpoaHanmManpoBann donee

500 oTeyeCTBEHHbIX U 3apyHEXHbIX UICTOYHNKOB
nuTepaTypbl, B pe3ynbTaTe Yero Bbiaenunm

23 kno4YeBbIX KNbeppucka 19 HECOBEPLUEHHO-
NEeTHUX 1 crpynnupoBanu nx B 6 6nokKos.

3aBUCUMOCTb OT MHTEPHETA

YnotpebneHne mapuxyaHbl

LLIkonbHbIN 6GYNANHT

CTyneHTbI-
MeaOuKun

Lndposas
NPUBATHOCTb

MepcoHanbHble .. .. . dkdn
OaHHble T

Peknama

[paxpoaHoBegeHne

Npobnembl
CO CHOM

L

SOMOoUMOHaNnbHbIN

" . $OH

[1] Kubeppucku ona gpeten n nogpocTkoB

CeKcyaanoe Hacunume

CeKkCTuHr

be3onacHocTb peten



KpumnHanuzauus,
BTArMBaHue

B KPUMWHanNbHbIE
npaKkTUKn

MapkeTuHrosoe
OaBneHue,
PUCKOBaHHbIE
OEHEXHbIE
OTHOLUEHUS

JInyHocTHaga aTaka,
NMCUXONOrnyeckoe
Hacunue

BoBneueHue peten
B KPUMMHanbHble
cooblecTBa

MNpopaxa 3anpeLleHHbIX
TOBapPOB M yCnyr

Papunkanunsaunsa
N 9KCTPEMMU3M

Tpadpdunkumur

MHTepHeT kak kaHan
cOblTa TOBapOB, ONacHbIX
ANS XWU3HN 1 30,0POBbS
peteun

MNpoaBUHYTble METOAMKM
MapKeTuHra

TemHble NnaTTepPHbl

OHnanH-MOWEeHHUYECTBO

Knbepobynnuur
CrankuHr
MPyMuUHr

CekcyanbHble
[omMoraTenbcTsa

Lindposas
akcnnyaTtauus,

NCNonb3oBaHne
pebeHka ons
CO30aHuns ULMdpPoBOro
KOHTEHTa

NHdopmaumoHHoe
naBreHue,
nHbopmauns,

He npegHa3Ha4YeHHas
Ong neten

N NOOPOCTKOB

Apounkums,
dopmunpoBaHmne
3aBMICMMOCTM
OT MHTEPHET-
cpenpbl

[okcuHr

CospaHune n pacnpocTpaHeHne
MaTepuranos C OETCKON
nopHorpadunemn

Kpaxa, c6op

N aKCnnyaTaums
NepCOHanbHbIX aHHbIX

LLlepeHTnHr

KoHTeHT, conepxalmm
CLEHbl Hacunus

MNopHorpadunyecknin
KOHTEHT

HesnHdopmaums

OnacHble TPEeHObI
n 4yenneHpXxwu

ANropuTMbl yaepxaHus
BHUMaHUS

Nrposasa 3aBuMcUMOCTb
N36bITOYHOE

MCnosb3oBaHne
NHTEepHeTa
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>> KAPTA PUCKOB
KOHTEHT, coaepxalinm [NopHorpagpunyeckmnm
CLEeHbl Hacunma / KOHTEHT
NHTepHeT kak kaHan cobiTa 2 [popaxa 3anpeLlieHHbIX
TOBAPOB, ONacCHbIX AN TOBAPOB U yCnyr
XN3HW 1 300POBbs AETEN .
OHNanH-MOLWEHHNYECTBO
N36bITOUYHOE
NCNOMb30BaHVe 14 CospaHne 1 pacnpocTpaHeHne
NHTEPHETa MaTepuanoB C OETCKOMN
nopHorpadunen
Kpaxa, coop n akcnnyataumsa 15
NepCcoHanbHbIX JaHHbIX 3 Papgukanuszaums 1 BosneueHne peten
N IKCTPEMUNIM B KPUMWHasbHbIE
[poaBVHY Tbie METOAMKN 4 coobLecTsa
MapKeTUHra .\ TpagdukmHr
X
5 TeMHble
@)
naTTEPHbI Ku6en6
T NoepOynIVHI
= N9 POy
g AnropnT™bi CekcyarnbHble
=) YOEPXaHNs LoMoraTenbCTBa
S BHUMaHWSA
o CTankuHr
W Nrposas
[
o 38BMCUMOCTb o OnacHble \ MoyMuHF
O TpeHabl
LepeHTnHr 16 [esnHdopmaums N YyenneHoxm 13 [okcuHr
CTENMEHb ONACHOCTHU
p
B pamkax nccnepoBaHus 6bin npoBeaeH HEOOOUEHEHHDIE — pucku ¢ HU3knmm
Kpumnnanuzaung, @ Unodposas akcnnyaraumg, 3KCI'IepTHbII7I Oonpoc, B XoOe KOTOPOro akCcnepThbl cTeneHaMmm onacHoCT" " 3alwneHHOCTHN

ncnonb3oBaHue pebexka ang
co3daHns LMPPOBOro KOHTEHTA

BTArnBaHme B Kpumum-
HanbHblEe MPAaKTUKN

NHdopmaunoHHoe gasneHue,
MHbOpPMaLMs, He NpegHa3Ha4YeHHas
On9 geten n NoApOCTKOB

MapkeTnHroBoe gaBnexue,
PUCKOBaHHbIE AeHEXHbIE
OTHOLWEeHNS

Anavkuns, bopmnposBaHme
3aBMCUMOCTM OT MHTEPHET-CPeabl

JlnyHocTHasa aTaka,
ncuxonornyeckoe Hacunme

KonnyecTtso ynommHaHnn
KOHKPETHOro pucka gna neten
1N MOAPOCTKOB B HOBOCTAX

1 Hay4HbIx paboTax (onpenens-
nocb ¢ nomoubio TegViser).

OLEHUNN CTENeHb ONacHOCTN U CTENEHb
3pPEKTUBHOCTM TEXHONOIMYECKMX MEP 3aLLUTbI
(cTeneHb 3alWULLLEHHOCTI) Kaxaoro pucka.

No pesynbTaTam onpoca Mbl PacrnonoxXxunm Bce
KN6eppmCKn No ABYM OCSM: KCTEMEHb ONAaCHOCTU»
(ocb X), «cTeneHb 3awmneHHocTu» (ocb Y).

Takum o6pasom, Mbi BbiAenunu 4 rpynnbl PUCKOB:

C©JCXCXC,

KOHTPOJMMPYEMBbBIE — pucku ¢ H1u3kom
OMNacHOCTbIO N BbICOKOW 3aLLULLEHHOCTbIO

AKTYAJIIbHbIE — puckun ¢ BbiICOKMMU
CTENEHS MU ONAaCHOCTM 1 3aLLMLLEHHOCTH

TPEBYIOWWME BHUMAHWUA — puckn
C BbICOKOW OMacCHOCTbIO N HU3KOM
3alUNLLEHHOCTbIO
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KpnmMmnHanmsauus,
BTArMBaHme

B KPUMUHANbHbIE
NPaKTUKW

K aTom rpynne oTHOCATCSA pUCKMN,

KOTOpble NOApa3yMeBaloT BOBeYeHne
OeTen B KPUMWUHanNbHbIe, 3anpeLlleHHble
3aKkoHOOaTeNbCTBOM NPaKkTUKK, Hanpumep:
BOBNleYeHNe geTen B KPUMUHaNbHbIE
cooblecTBa, Npogaxy 3anpeLeHHbIX
TOBapOB U YCNyr, pagmkanm3aumio

N IKCTPEMU3M, a Takxe TpadPUKUNHT.?

2 TadpoduknHr — Toprosnsa noagbMm

1>> BOBJIEYEHUE OETEN

[1] Kubeppucku ona gpeten u nogpocTkos

B KPUMUHAIIbHbIE COOBILECTBA

[eTam, cocTosawmM B rpynnax u coobuecTsax,
nponaraHaMpyoWnx 4eCTPYKTUBHbIE AENCTBUS,
aKTUBHO HaBA3biBalOTCA 6€3HPABCTBEHHbIE
LEeHHOCTHK 1 ycTaHoBKKU. Hanpumep,
obecLeHNBaHNE YEIOBEYECKOM XMNBHMU,
NnposiBNeHNE arpeccumn N XeCTOKOCTMU.

Mpwn aTOM NOQOBHBIE COOOLLECTBA BOBEKAIOT
HeCoBepLIEHHONETHNX B HAPKOMaHWIO,
TemMaTuky coumonaTm, MacCoBbIX

N pUTyanbHbIX YOUNCTB, CaTaHN3Ma,
aHapxuu, HaLuuama, aKCTPeMnama.

He eouHnyHbl cnyyan Bep6oBKY Nniogen

B TEPPOPUCTUYECKNE OpPraHn3aLmm

yepes MHTEPHET, YTO NPUBOAMUT K
pacnpocTpaHeH1Io TePPOPUCTUYECKON
NOEONONMN Ha TEPPUTOPUSAX OTAENbHbIX CTPaH,
a TakXe yrpoxaeTt 6€30nacHOCTM

N XM3HeaesaTeNbHOCTN O6LeCcTBa B LIeSIOM.

2 >> NPOOAXA SAMNPELLEHHDBIX

TOBAPOB N YCIY[

NHTepHeT naeT BO3MOXHOCTb NpuobpeTaThb
TOBapbl U ycnyru, ceo6oaHas peannsaums KoTopbIX
3anpeLlleHa Unmn orpaHnyeHa 3akoHo4aTeNbCTBOM.
Hanbonee nonynsipHbiv 3anpeLLeHHbIi ToBap,
KOTOPbI HECOBEPLUEHHONETHNE NOKYNaloT Yepes
MHTEPHET — HAaPKOTUKM.

KpoMme Toro, B UHTEpHEeTE NOAPOCTKM MOTYT
npuobpecTn HeneranbHoe opyxme, 3akasaTtb
YCNyru nNo B3fIOMy KOMMbIOTEPOB, TENEPpOHOB,

3 >> PAOUKATIU3ALNA
NnIKCTPEMU3M

MNogpocTkum B BO3pacTte ot 14 go 17 net
Hanbonee BOCMPUMMUMBbI K paguKanbHbIM
HaLMOHAaNNCTUYECKNM, KCEHODOOBCKNM

N 3KCTPEMUCTCKMM naesm. Hacto B akcTpe-
MUCTCKME W paguKasnbHble opraHmsaumnm
BepOyIOT Yepes counanbHble CeTn.

Kpome Toro, anropntMbl pekomMmeHaaTeNbHbIX
CEepPBMCOB HaCTPOEHbI Ha MOKa3 MHPOpPMaLMK

3 [HapkHet (DarkNet) — cermeHT nHTEpPHETA,
KOTOPbIN CKPbIT U3 06Lero gocTyna

aKKayHTOB B couceTsax U npunoxeHusx. O6bIYHO
ANs 9TOro UCNONb3YIOT AapkHET,® obecneymsatoLLnii
aHOHWMHOCTb MOKynaTens n npoaasLa.

[etam n nogpocTkam CnoxHee, Yem B3POCbIM,
npuaepXneaTbCsa Npasun NOBEAEHUS U MOpPasbHbIX
ueHHocTeln B nHTepHeTe. OHM MOTyT npnobpeTaTb
3anpeLeHHble ToBapbl U YCNyrn na nobonsiTcTea
WUnNn pagm 4yBcTBa NPUYACTHOCTU K oNpeaeneHHon
rpynne nogemu.

B 3aBMCMMOCTU OT UHTEPECOB NONb30OBATENS.
Ecnn pebeHok 3anHTepecoBancs pagukanmsa-
umen onpepeneHHon ¢opmbl, BEPOSATHOCTb TOrO,
4YTO anNropPUTMbl MOPEKOMEHOYIOT KOHTPAPIYMEHThI,
CMOCO6HbIE ero nepeyoenunTb, KpanHe mana.
Cuctema MOXET HanpaBuTb NONb30BaTENS

K cooOLlecTBaM paankanos, kaHanam nponaraHabl
N MaTepunanam, KOTopble TOMbKO yrinyoaT ero
HaKMOHHOCTU N YKPENST 3KCTPEMUCTCKME B3rnabl.
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4>>  TPAQOUKUHL

XKepTB TpadPrKMHra nnm TOProsn

noabMn, 6OMBLUMHCTBO U3 KOTOPbIX
XEHLMHbI M NOAPOCTKM, MPUHYXAaloT

K NPOCTUTYLIMW, HACUIIbHO 3acCTaBNSIOT
paboTaTb, yoMBaloT 4N NpoAaxu OpraHoB

Ha TpaHCnnaHTaumo, He3aKOHHO YCbIHOBNAIOT
(yoouepsiorT).

[TOMMMO 3TOro, MHTEPHET OTKPbIN HOBblE
$OpMbl PaboTbl U KOMMEpPLMann3aLunm.
Hanpumep, BugeotpaHcnsaumm B peanbHOM
BPEMEHMU, B KOTOPbIX NPECTYMNHUK Nnony4yaeT

MapkeTnHroesoe

OeHbry 3a 6ecyenoBeyHble 4ENCTBUS
MO OTHOLUEHUIO K PEBEHKY.

MpecTynHMKM MOryT HaxXoOuTb NOTEHLMANbHbIX
XepTB B OHNamH-4yaTax, Ans 3TOro OHW 3aHUMaloTCs
pasBMTMEM COOOLLECTB, NPOPUNINPOBAHNEM XEPTB,
N faxe UCMonb3ytoT peknamy. IHTepHeT Takxe paet
BO3MOXHOCTb HaxoouTb NokynaTtenemn — peknaMmmpo-
BaTb XepTB TpadPUKuNHra, npuefekaTb KJIMEHTOB

N COOBLWHMKOB. [Tpn 3TOM pearnbHble gaHHble
NPEeCTYMNHUKOB U UCTOPUS NX 3NOAESHUN CKPbITa

3a 6bapbepamMm 3aKPbITbIX COOBLLECTB 1 B AapKHETE.

(paBlieHne, ) pUcCKoBaHHbIE

AeHEeXHbl€e OTHOLUEeHUA

K aTOon rpynne oTHOCATCA PUCKW, B OCHOBE KOTOPbIX
nexart MapKeTUHIOBbl€ MHCTPYMEHTbI, NaTTEPHbI
NOBeAeHNsa U TOHKME NCUXONOornyeckme ynoBku,
co3daHHble ONg MaHUNyNAUnUM OeTbMn, Hanpumep:
CObIT TOBAPOB, OMACHbIX 4115 XNU3HN 1 300POBbS
oeTen, NPOABUHYTbIE METOAUKM MAaPKETUHra,
TEMHble NaTTEPHbl U OHNAaNH-MOLIEHHNYECTBO.

MapKeTMHrOBbIe, NCUxosiornyecKkme n pusamHepckme UHCTPYMEHTbI,
ucnonb3ymoumecqd Kak 3akoHHO, Tak U He3aKOHHO, Yallue Bcero

HaueseHbl Ha ns3pnevyeHune d)MHaHCOBOﬁ Bbirogbl, O4HaKO B HEKOTOPbIX
cny4yaax MOorytT npuBectu U K Apyrum cepbesHbiM nocneacTeBnsM.

[1] Kubeppucku ona gpeten n nogpocTkoB

5>> UHITEPHET KAK KAHAJL CBbITA TOBAPOB,
ONACHbBIX AN0A9 KU3HU N 3N00POBbA NETEN

[eTtn dopmMUPYIOT COBCTBEHHbIN PLIHOK CObITa

n ybexpaloT poautenen npuoodpertartb onpene-
nNeHHble ToBapbl, HaNPUMepP, NPOAYKTbI MUTaHWS,
UTpYyLLKK, OOeXay U 00yBb, KOCMETUKY, dNEKTPO-
HUKY 1 KaHUenspckue Toeapsbl. B To xe Bpems,
OHW He CNOCOBHbI NpoaHann3npoBaTb KayeCTBO
NOTEHUManbHOM NOKYMKW, a poaMTenn He BCerpga
TWaTenbHO NPOBEPSIOT KYMNNeHHbIe TOBapbl.

Peknama n npopgaxa noetamMm HekadyeCTBEHHDbIX,
OonacHbIX TOBapOB MOXeET NPUBECTU K LEeNTOMY

CNeKTPy HEratnBHbIX I'IOCﬂe,EI,CTBI/IVI -
B NepBYylo oyepenb, OHU KacaloTCsa 340PO0Bbs
pebeHka.

B HekoTOpbIX cny4vasix oeTckue ToBapbl

copepxaT TOKCUYHbIE BELLECTBa B KOHLEHTpaL MK,
B HECKOSbKO pa3 NnpesblllaloLwen oonyCTUMYIO.
OHM pazgpaxatoT KOXY U CIIN3UCTYIO0 0O0MOYKY,
oTpuvLaTeNbHO BO3OENCTBYIOT Ha PENPOAYKTUBHYIO
dyHKLUMIO YenoBeka, MOTyT Bbl3BaTb anfepruio

N paxe pak.
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6 >> NPOABUHYTBIE METONUNKA

MAPKETUHIA

I'Iepe,n,osble MapKETUHIoBble CTpaTeErnn
nomMoraloT KOMNaHMAM BbICTpanBaTb
OTHOLWEHUA C KNneHTamMmun, B TOM Yncne
C OeTbMW.

[eTn — XxenaHHas uenb ANs MapkeTonoros.
KoMnaHun npuMeHsIoT CNoXHble anropuTMbl ons
HauennBaHUs peknambl Ha oeTen B CouManbHbIX
ceTax U urpax, Hanpumep, oataManHuUHL

7 >> TEMHbIE NNATTEPHbI

TeMHble naTTepHbl — 3TO TOHKNE NCUXONTO—-
rmyeckune ynoBkn 1 an3anHepckme peLueHus,
KOTOpble HaMepeHHO noaTanknearT
nofib3oBaTtenen Ha BbiNOMIHEHME ONpeaeneHHbIX
OENCTBUN, NOOLLPSAA MOCTOAHHOE COBEPLUEHUE
NOKYMoK.

CyliecTByeT MHOXECTBO METOAOB
MaHUNYNATUBHOIO An3anHa, KoTopble
nopTankuealoT Nonb3oBaTenen caenaTb

TO, YEro B NPOTMBHOM Cly4Yae OHM 6bl HE CTanu
penatb. OTU MeToabl NONYYNIN LWNPOKOE
pacnpocTpaHeHne B NnocnepHue roasbl,

1 npodunuposaHue. Npn aToM NepcoHarnbHble
faHHble 1 npodunun geten LOCTYNHbI ANS NOKYMNKK
613HECOM.

[eTn cKNOHHbI NOKyNaTb Ha KapMaHHble AEHbMN
TO, YTO UM peknamunpyeTcs. Mpn aToM faxe ecnu
LEeTN HE MOTYT CaMOCTOATENbHO NpuobpeTaTb
TOBapbl, OHM CMNOCOOHbLI yoexaaTb CBOUX
poauTenen Ha CoBepLUEHME TaKMUX NOKYMOK.

N B HAcToALLEE BPEMS KOMMNAHUN LUNPOKO
NPUMEHSIOT X Ha AETCKYIO ayanTOpPHUIO.

Bo3nencTesue TeMHbIX NaTTEPHOB yCyrybnseTcs
TEM, YTO OETU HE MOTYT 3alNTUTb Cebs OT HUX, Tak
Kak He obnagatloT HeO6XOANMbIMU KOFTHUTUBHbIMU

W aHanMTU4YeckKumMmn cnocobHocTamn. OHu
YS13BUMbI, CKITOHHbI K UMMYNbCUBHOMY NOBEAEHNIO,
nerko GopMmnpYyIOT OTHOLLEHMS C NEPCOHaXamu,
NOJAalTCs BAUSAHMIO BO3HArpaxaneHum n ctatycos,
npw 3TOM Y HUX ele He chOPMUPOBAHO 3penoe
NOHMMAaHME O LEHHOCTU AeHEer U HegoCTaTOYHO
BbICOKUI YPOBEHb GMHAHCOBOM rPaMOTHOCTH.

8 >> OHNANH-MOLIEHHNYECTBO

NHTepHeT-cepBMChI UM NPOrpaMMHOe obecneyeHme
C [OCTYMNOM B UHTEPHET MOXET UCMONb30BATLCS
ons obmaHa xepTB. K Bugam oHnanH-mMOLWeHHU-
YecTBa MOXHO OTHECTU QULLNHT, NoTEPEWN,
NOAapoOYHble akuuK, cnam ¢ 3aMaH4YMBbIMU Npenno-
XEHUAMU, NOALESbHbBIE KOLENbKU NaTeXHbIX
CUCTEM N BCEBO3MOXHbIE UX KOMOBUHALUN.

B cBA3M C TeM, YTO OeTU U NOJZPOCTKM Hanbonee
NOABEPXEHbI BHYLLEHWIO,

a X NCUXO3MOLIMOHamNbHbIE OCOBEHHOCTH
HaxoQATCs Ha CTagum CO3PEBaHNA, OHU SBNSIOTCS
0OHOMN N3 Hanbonee ya3BUMbIX KaTeropunemn
XepTB A5 OHNaNH-MOLLIEHHNKOB.

MocneacTems OHMaNH-MOLLIEHHWYECTBA
NMeIOT Kak GMHAHCOBbIE, TaK U cCouMasnbHO-
MCUXONornyeckme NocneacTeuns, BKovamolme
B ce69 olylleHne pasoyapoBaHus

M HecnpaseanMBoCTu, CTpecc.

[1] Kubeppucku ona gpeten n nogpocTkoB

JInyHocTHa4 ( aTaka,

ncnxonormnyeckoe
Hacuinmne

&)

K aTon rpynne oTHOCATCS pUCKMH,
KOHe4YHas uerb KOTOPbIX — HaHEeCTwn
MOpanbHbI, PUINYECKUN UIN NHON
yuepb KOHKpeTHOMY pebeHKy, Hanpumep:
KNOepOYynnNnHI, CTanKuUHI, TPYMUHI

N cekcyanbHble JoMoraTenbCcTBa.

9> KUBEPBYIJINHL

KnbepbynnuHr nogpasymeBaeT NOBTOPSIOLLMECS
3MNN30abl arpeCCUBHOIO NOBEAEHMS,
HanpaBfeHHble Ha TO, YTOBbI HanyraTb, YHU3UTb
Unn Pa3o3nnTb YenoBeka. Takas ¢popma NoBeAeHUS
BCTpeYaeTCs B COLManbHbIX CETAX, MECCEHAXEPaX,
UrpoBbIx NnaTdopmMax 1 opyrux oHnamnH-
nnowankax. KnbepbynnmHr MoxeT coBepLuaTbCs

N 0eTbMU, N B3POCbIMMN.

Obungunkm B KNbepnpocTpaHCTBE Bonee XeCcTokn
M3-3a aHOHUMHOCTU — UX CITOXHEE BbISBUTb

N NpuBfeYb K oTBETCTBEHHOCTU. Kpome TOTO,

OHW HE BUOSAT XEPTBY, @ NO3TOMY HEe BUOAT

NnocrneacTBuUn U peadynbTaToB CBOUX AENCTBUN,
4YTO TOMbKO YCYryonaeT cutyaumio.

KnbepbynnuHr HeraTMBHO BNUSIET Ha NOBEAEHME,
NCUXO3MOUNOHanbHoe 1 ¢nsnyeckoe 3gopoBLE
XepTBbl. I3MEHeHNs B 3aMOLMOHaNbHOM COCTOSHMUMN
XapakTepuayloTca pe3kon nepeMeHon HacTPoOeHNS
B CTOPOHY HeraTmBHbIX 3MOLIMN — 3MNOCTM,
pas3npaxuTenbHOCTHU, YHbIHUS, 60S3NMBOCTMY,
oanHoyecTBa. KOHKPETHbIN SGMOLMOHAaNbHbIN
addeKkT n TaXeCTb NOCNEeACTBUN 3aBUCAT

OT pebeHka, HO B KpamHMx cny4dasx KnoepoynnnHr
MOXeT CTaTb Jaxe NPUYNHOWN CaMoybuncTBa.
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dursmyeckme npecnenoBaHns cekcyanbHoro
XapakTepa.

K ocobeHHOCTSIM cekcyalnbHbIX AOMOraTenbCcTB

B MHTEPHETE TakXe OTHOCAT HexenatenbHoe
NnonoBoe NoBeaeHne, BblpaxaemMoe B UCMOSIb30BaHUM
LMPPOBOro KOHTEHTA B YaCTHbIX Mepennckax

nnu Ha NnyénunyHbix nnatpopmax. Hanpumenp,

06MeH N3obpaxeHnsaIMm 1 BUAEO CEKCYanbHOIro
XapakTepa, NPUHYXAeHNE U Yrpoab,
n3peBaTenbCcTBa Ha CEKCyanbHOW NoYBe.

[1] Kubeppucku ona gpeten n nogpocTkoB

Y peten, KOTOpbIe CTAaHOBATCS XEpPTBaMU
CeKcyarnbHOro gomMoraTenbCTBa B UHTEPHETE,
NPOSBAAIOTCA CEPbE3HbIE OTKTOHEHUS

B $M3NYECKOM U MCUXONOrMYECKOM 300PO0BbE.
[ns kaxpown xepTBbl, nogBeprwencs
OOMOraTenbCTBY, 3TV NOCNEeACTBUSA YHUKANbHbI,
a BOCCTAHOBNIEHNE MOXET ANNTbCH BCIO
XMU3Hb. [loMoraTenbCTBO B UHTEPHETE

MOXEeT nepexoguTb B odnamH U NpMHUMaThb
camyio Kputunyeckyto Gopmy —
NM3HacunoBaHue.

10 >> CTAIKUHL

CTankuHr — naTtTepH noBeageHun4d, I'IpOﬂBJ'IﬂIOLLl,VII?ICﬂ
B HaBA34YMBOM npecnenoBaHMn, BbiCnexmnesaHnn

M NPOJONTXNTENbHbIX JOMOraTenbCTBax

0O XepTBbl. OTnnyaeTcs BbICOKOW AfIUTENBHOCTLIO,
npucTtanbHbIM BHUMaGHUEM K OENCTBUAM XepTBbl.

Crankep MOXeT NCNONb30BaTh WMPOKUIA CNEKTP
TakTUK U NOAXOAOB B CBOUX JOMOraTenbCTBax
M crnexke 3a xepTBon. Hanpumep, obblYHblE

11> [PYMUHL

[PYMUHI — 3TO yCTaHOBNEHME OPYXECKOro

M 3MOLIMOHANbHOIO KOHTaKTa C pebeHKoM

019 ero ganbHeunwen cekcyanbHOW nnu
KpUMWHaNbHOW aKkcnnyaTaumu, MOWEHHNYeCTBa,
LaHTaxa, KOMNPOMETUPOBaHUS NN JOMOraTenbCTB.

OHnanH-rpymMepbl cobupatoT MHPopMaLmio
O AETSX U HaxoOsT Hanbonee ysa3BUMbIX

N 3NeKTPOHHbIE MNCbMa, 3BOHKWN, COObLLEHNS

W apyrue AencTeums B couceTax, yCTaHOBKa
NPOrpaMMHOro obecneyeHns oas MOHUTOPWHra
Ha yCTPOWNCTBa XEepTBbl.

CTankuHr BbI3bIBAET Y XEPTBbI CNEKTP
HeraTUBHbIX 3MOLMI, FMaBHbIMU N3 KOTOPbIX
ABMAIOTCS CTPaxX U OlWyLLEeHNE NoTepU
KOHTPONS Haf XU3HbIO.

xepTB. OHM 3HAKOMATCS CPasy C HECKOMbKUMU
OEeTbMU, @ 3aTEM BbIOMPAIOT CBOIO XEPTBY

N3 Tex, KTO OTpearnposasn Ha nx CoobLLeHMs,

N aHanua3upyloT couceTn pebeHka, Hanpumep,

Ha NpeamMeT OANMHOYECTBA, HEXBATKM BHUMaHMA

1 3aboTbl. [locne aToro rpymepsbl yctaHaBnuBaoT
NCUXONOTNYECKUI KOHTAKT C pebeHKoM ans
panbHenwen peannsaummn CBOUX Lenemn.

12 >> CEKCYAIIbHbIE JOMOIATE/IbCTBA

CeKcyaanble goMorartenbCTtBa BK1lO4aloT
B cebs sanyrmBaHume, nagesaTtenbCTBoO
NN NpuHyXaeHne cekCyanbHOro xapakTtepa,

a TakXe HexenaTeNbHOE UMW HeHaanexawee
obellaHne Bo3HarpaxageHns B ObMeH Ha
cekcyarbHble YCNYrn, MHble YCTHbIE UNu

Lindpposasa (akcnnyaTtauwus,)

Ncnonb3oBaHue pebeHka
(ang co3paHns )

LMPPOBOro KOHTEHTA

K aTOM rpynne oTHOCATCA PUCKU, KOTOPbIE
HanpPsaMylo CBA3aHbl C aKCnayaTaumen
pebeHka unm nHpopmaumm o Hem

B UHTEPHETE, HanpuMep: LOKCUHT, co3aaHne
N pacnpoCTpaHeHne matepuranos C 4EeTCKOMN
nopHorpadunen, kpaxa, cbop n akcnayatauns
nepCcoHanbHbIX AAHHbIX, @ TAKXE LUEPEHTUHT.

Tak, nepcoHanbHble faHHble pe6eHka MOryT 6biTb packpbiTbl /WY UCNONb-
30BaHbl HeNPaBOMEPHO, YTO NOBEYET 3a CO601 Yrpo3bl €ro $p1U3nM4eckomy,
ncrMxoaMouuoHanbHoMy Unu puHaHcoBomMy 6narononyuuio. Mpu aTom

pebeHka MOryT MCMONb30BaTh Al CO3AAHUS LMPPOBOro KOHTEHTa CaMbIMM
pasHbIMy cnocob6amu — ot poTorpadum B 6nore poagutenen, 4O HE3aKOHHOM
3KCMyaTauum geTen B NPOM3BOACTBE MaTePUAsIOB CEKCYaslbHOro XapaKkTepa.
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13 > [OOKCUHIL

[okcuHr — nybnmyHoe packpbiTve B ceTu
nepcoHasbHon nHGopMaLMm O YenoBeKe Unu rpynne
nopen. K Takon nHpopmMaumm MoXeT OTHOCUTBLCS,
HanpumMmep, HacTosiee UMS, afpec NPOXMBaHUS,
MecTa paboThbl, faHHble POACTBEHHWKOB, HOMepa
TenedoHoB, PuHaHCOBas, MeaMUNHCKaa U gpyras
naeHTudMUMpytowas nHpopmauns.

NHorpa nop [OKCUMHIoM nogpasyMeBaeTcs
He TONbKO Ny6nmnKaumsa gaHHbIX, HO U NpoLecc

NnoaroToBKN — c6op MHGOPMaLUN O XepTBe

N 6NIN3KMX XEePTBbI NOCPEACTBOM NCMOb30BaHNS
couceTen, rocyaapCTBEHHbIX OTHETOB,
NMOWCKOBUKOB U APYTrMX UCTOYHUKOB MHPOPMALMN.

IlnyHaa nHpopmaums pebeHka nybankyeTcs

N pacnpocTpaHsieTcs 6e3 ero cornacus.
[LOKCMHI 06bIYHO NPON3BOANTCS HAMEPEHHO,

C Lef1blo OTOMCTUTb, 3anyratb, lWWaHTaXnpoBaTb
NN NHbIM 06Pa3oM HaBpPEeOMUTb XEPTBE.

[1] Kubeppucku ona gpeten n nogpocTkoB

14 >> CO3AAHUE N PACNPOCTPAHEHUE
MATEPUANIOB C NETCKOW NOPHOIPADGUEN

C pa3BUTUEM TEXHONOIMI NOPHOTrpaduyeckme mate-
puanbl 0 eTsAX B 60MbLUMX KONMYeCTBax co3naloTcs
N nepepaloTcs NPeCTyNHUKaMn No BCEMY MUPY.

HeBo3MOXHO onpenennTb, CKOMbKO ntogemn
noTpeobnaeT AeTCKyo NopHOrpaduio, TOYHO Tak Xe,
KaKk HEBO3MOXHO TOYHO OnpenennTb, CKOMbKo aeTen
CTaHOBATCA XepTBaMn AeTCKon NnopHorpadum.

MNMocnepncTteus ona geTen, CTaBLUMX XepPTBaMU,
KpanHe cepbesHbl. Takme npecTynneHns Hanpsamyto
CB$SI3aHbl C HACUNMEM Hag aeTbmu. A TOT dakT,

YTO XEeCTOoKOe obpalleHne OblNo 3annMcaHo

N pacnpoCTpaHeHo, yCyrybnseT cutyaumto: TpaBma
YCUNNBAETCS 3HAHMEM TOTO, YTO 3anncaHHoe

N N306paxeHHoe Hacunue pacnpocTpaHsieTcs

M JOCTaBMgaeT yaoOBONbCTBME OPYTUM.

15 >> KPAXA, CBOP U SKCIIYATALIAA
NEPCOHAJIbHbBIX JAHHbLIX

DkcnnyaTaumns nepcoHanbHbIX aHHbIX
nogpasymMeBaeT NonyYeHne gocTyna K JIMYHbIM
OaHHbIM geTen 1 cbop aTon nHbopmMaLumm
He3aKOHHbIM CMOCO60oM, a Takxe 6e3 cornacus
camux geTen 1 nx poguTtenen, Bknioyas ganbHenwee
HenpaBOMepPHOE MCMNOoNb30BaHMe. Takxe K AaHHOMY
pUCKY OTHOCATCS OaHHble, NONYyYEeHHbIE 3aKOHHbIM
nyTeM, HO NCMONb3YIOLLMECS B KOPbICTHbIX LIENSX.

Yallle BCero et camm ykasbIBaloT JINYHYIO
MHGOPMaLMIO B UHTEPHETE N CBOOGOLHO

16 >> 1WEPEHTUHL

LLlepeHTUHr — 3TO perynspHoOe UCNonb3oBaHne
poouTensaMu coumnanbHbiX ceTen ons ooMeHa
HOBOCTSIMU, N306PaXEHNAMUN N APYrON
nHpopmaumen o getax. Cnoso o6paszoBaHO

OT aHrMUNCckux cnoB «share» — penuTbcs,

n «parenting» — BOCNUTbIBaTb, PacTUTb
pebeHka.

[eTn 3a4acTylo NCMbITbIBAIOT HENOBKOCTb, KOTAa
pooutenu nyonukyoT nx potorpadpum. OHM Takxe
WCMNbITbIBaOT 6€CNOKOMNCTBO MO NOBOAY TOrO, YTO
OHW HUKaK He MOTYT MOBNUATb Ha NyOnMKaunio
doTorpadunm nx poantensamu.

OenaTcst ey ¢ gpyrumum nogsmMu. Mpm 3ToM OHM
cunTaloT KoHOMAEHUMaNnbLHOM MHOPMaLMen
TOMNBKO KOHTaKTHbIE AAHHbIE U HE UCTIbITbIBAIOT
OecnokoncTaa 3a $OTO- N BUOEOKOHTEHT,
KOTOPbIN My6AMKYIOT.

[ocTyn K NINYHbIM AAaHHLIM OTKPbIBAET
BO3MOXHOCTU A1 APYTNX MPaBOHaPYLLEHWA
N PUCKOB, CBSA3aHHbIX C ONAaCHOCTbIO

LS NCUXNYECKOTO U GUBNYECKOrO
300POBbS XEPTBBI.

LllepeHTUHI MOXET NPUBECTU K UCKAXEHUIO
npencTaBneHnn o peanbHOM Xn3HW. Pogutenu
BbICKa3bIBAIOT CBOIO TOYKY 3PEHUS, 3a4aCTYIO He
cnpawmsas, YTo 06 3TOM fyMaeT cam pebeHoKk.
My6nu1Kya NOCTbl O CBOUX OETSX, POOMTENN CaMu
€O30aloT LMPPOBOM NOPTPET pebeHkKa B MHTEPHETE,
TEM CaMbIM BMELUNBASACb B €ro UndpOoBYyIO MOEHTNY-
HOCTb. [TOMMMO TOro, YTO poauTenu NyGAUKYIOT
doTorpadunm cCBonx oeETeEN U UICTOPUN, CBA3AHHbIE
C UX BOCMUTaAHWEM, OHU TakXe packKpbiBaloT
KoHPUaeHUnanbHyo nHGopMaLmio O CBOUX AETSX,
KOTOpas MOXET BK/oYaTb MOMHOE UMS AeTewn, gaTy
pOXAEeHNS, BEC, POCT, reosIoKaumio U gpyrne gaHHble.
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NHdopmaumoHHoe
(paBneHue,) nHdopmaums,

He npegHa3HayYeHHas

Ona gpeten n nogpocTKOB

f » - oA ¥ N _‘_- “i )
b [ W, i r o 4

d

K aTom rpynne oTHOCATCA PUCKW, B OCHOBE
KOTOPbIX NEXUT MHPOpPMaL M, CNOCOOHas
TpaBMnpoBaTb, AE3NHPOPMNPOBATD,
MOATONKHYTb pebeHKa K HEBEPHbIM BbIBOAAM
AN ONacHbIM AENCTBUAM, HANPUMep:
KOHTEHT, COAepXalmn CLEeHbl Hacuns, BN - ~\
nopHorpapuyeckmn KOHTEHT, Ae3nHbopMaLus, 9 o N (s M
a TakXe onacHble TPEHbl 1 YenneHaXMW. &@ 2 L0 Y —

MocnencTena TakKMX PUCKOB MOTYT KpaiiHe v
HEeraTMBHO CKa3aTbCsl Ha NCUXO3MOLUOHANLHOM s ﬂ&,\

1 GU3NYECKOM COCTOAHNM pebeHka, a Takxe _ : & SN A
NPeAcTaBNsIOT ONacHOCTb ANs O6LWECTBa B LESIOM. -,

onpepeneHHoro noeseneHus. [lonrocpoyHbie HeraTuBHblIE 3MOLUN AEeTEN NO OTHOLLUEHUIO
3dPekTbl 06YCNOBNEHbI bonee NPOAOMIXNTENbHbIM K Hacunumio NOCTENEHHO YMEHbLLAIOTCH,

17 >> W N3y4YEeHNEM TakKOro KOHTeHTa, N3-3a 4ero n d)OpMI/IpyIOTCﬂ HOBbI€ YCTAaHOBKW.

18 >> [NOPHOIPAOUYECKWNA KOHTEHT.

K Takoro poga KOHTEHTY OTHOCUTCS Ntobas HeTun yyaTcs, Habnogas n npoodys NoBeAeHYecKne

OOCTynHas ona socnpuatus ¢opma cueHapum, N03TOMY OHN OCOH6EHHO BOCNPUNMYMBBI

npeacTasneHms nHdopmaumnmn, BOCNPom3- K HeraTMBHbIM NOCNeACTBUSAM, KOTOPbIE Bbi3blBaeT MHTepHeT cunTaeTcs KNo4YeBbIM KaHanom YMBbILWAEHHbIN NOUCK W NOTpebreHne

BopsdLLasa cuTyaumm nnn 0eNCTeuns noTtpebneHne KOHTEHTa C HAaCUNneM. pacnpocTpaHeHus NopHorpadmn4eckoro BO3MOXHbI U3-3a TOrO, YTO MEXaHN3MblI
HacUNbCTBEHHOIO XxapakTepa, KoTopble KOHTeHTa. [1pn 3TOM oeTu U NOAPOCTKU MOTyT BepudukaLmm BO3pacTa B COLCETSAX U Ha canTax
MNPVUYUHSIOT NN MOTYT MPUYMHUTL Bpen KpaTtkocpouHble adpdekTbl CBS3aHbl C NpoLeccamm CTankmBaTbCsi C NOpHOrpadmen yMbILNEHHO C Takoro pofa KOHTEHTOM HECOBEPLLEHHDI.

OAHOMY UNN HECKONbKNM Nnuam. B036y)KD,eHI/IF| M HENOCPEOCTBEHHOM UMUTaLMEN N HEYMDbILWTEHHO. Cpeum NPUYNH HenpeagHamMmepeHHoro
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CTONKHOBEHUS C NOpPHOrpadmnen BbigenaioT
N3YYEHNE CMEXHbIX C CEKCOM TEMATUK,
Hanpumep, B3anMOOTHOLIEHU Mexay
MYX4YNHOW N XEHLLMHOWN.

MNpwn BCTpeye ¢ nopHorpadmnveckumm
MaTepuanamu 4acTb AeTeN NCMbITbIBAET

19 >> OE3NHOOPMALINA

He3nHdopmaLma — 3To nonbITka co3paTb
NOXHOE BnevaTneHne 1 NOATONKHYTb OObEKT
BO3OENCTBUS K XenaeMblM OENCTBUAM UK
6e3gencTBumio. TO NPOLECC MaHUMYNIMPOBaHNS
nHdopmaumen, Hanpumep, BBEAEHMNE KOro-nmbo
B 3abnyXaeHne nyTemM NpefocTaBneHns
HenoMHOW N1 BbIPBAHHOWM N3 KOHTEKCTa
nHbOpPMaLNK, NCKaXEeHUs YacTn nHGopMaLmu,
pacnpocTpaHeHne CyX0B, XU U TPOMKUX,

HO He nopgkpenfeHHbIX pakTaMmn yTBEPXAEHUN.

NHTepHeT cuntaeTcsa rnaBHbIM KaHanIoOM
N MHCTPYMEHTOM pPacnpoCTpaHeHus

20 >> OQOIIACHbIE TPEH[bI
W YENJIEHO KA

TpeHabl 1 YenneHaXxu BOBNEKAOT AeTeEN

N NOAPOCTKOB B MacCOBbl€ aKTUBHOCTH,
KOTOpPbI€ MOTYT YyrpoXaTb NCUXNYECKOMY

N $GM3nNYeCKOMy 300POBbIO YHaCTHUKOB

NN OKPYXaloLWmx, Yepes coumanbHble CeTH

1N OBMEH COOBLEHNSIM B MECCEHAXEPAX.
BoBneyeHune nponcxoouT nyTemM npurnalleHus
ayauToOpPUN B UFPY NN COPEBHOBaHNE

C BbIMOJTHEHWEM 3adaHui, oT4yeTamm B poTo-

1 Bugeodpopmate nnm oHNanH-TPaHCALUN.

B 60nblUMHCTBE ClyYaeB yyYacTune

B BbINOMHEHUW 3a4a4y UKW Urpbl MPUBOAUT

K OnacHbIM NOCNEACTBUSAM M3-3a HEMOHUMAaHMKS
peanbHOro pvcka n HechopMupoBaBLLETOCS

OTBpaLleHME, 3aMeLlaTeNbCTBO U TPEBOTY,

HO C KaxabIM Pa3oM 3T OLLYLLEHUS CTaHOBSATCS
cnabee. D70 BNUSET Ha NCUXNYECKOE 300POBbE

1 6narononyyune, B TOM YMCle CTONKHOBEHMS

C nopHorpaduren aBnsTCa NPEANKTOPOM
MOBbILLEHHOW CEKCYaslbHOWM arpeccumn n Hecepbes-
HOTO OTHOLUEHUS K CEKCyalbHbIM KOHTaKTaM.

nesnHdopmaumu. Mpu 3ToM 4eTn MOryT 6bIThb
OCOBEHHO YA3BMMbI B BOMPOCAax BOCNPUATHS
nHdOpPMaLK, MOCKONbKY UX MbILLINEHWE

N KOFHUTMBHbIE CMNOCOBHOCTM BCE eLle
pa3BuBaIOTCS.

[eTn He MoryT OoueHNTb 4OCTOBEPHOCTb
nHPopmaLumn, C KOTOPOW OHU CTaNKnUBaKTCH
B UHTEPHETE. DTO MOXET NPUBECTU

K GOPMUPOBAHMUIO Y HUX NOXHOW KapTUHbI
Munpa, COBEPLLUEHMIO HEKOPPEKTHbIX
OEVCTBUNM NO OTHOLLEHUIO K cebe

M OKPY>XaloLWum.

KpUTUYeckoro mblwneHus. Ecnm nogpocTtku

yXe UMeIOT Kakme-nmbo ncuxonormyeckme
npo6nemMbl, B TOM YnCne cynunpanbHble
HaKMIOHHOCTW, OHW HAaXOASAT ONacHble TPEHAbI,
ycyrybnsioliee COCTOSHUE, YTO B COBOKYMHOCTH
MOXET NPUBECTU K Tpareanu.

Cpepun nocnencTsnm onacHbIX TPEHOAOB MOTYT
ObITb OTpaBneHuns, PU3ndyeckme n NCUxXono-
rmyeckme TpaBMbl, HAHECEHHble cebe n gpyrum,
M gaxe HenpegHaMepeHHbIN neTanbHbIM NCXon,
unu cymnuua. Kpome Toro, onacHble TpeHapl
MOryT CNOCO6CTBOBATb CEKCyanuaaumm

OeTen unn BoBneKkaTb UX B KDUMUHAaNbHbIE
coobulecTBa.

Apouvkuna,
dopmMnpoBaHume
3aBMCUMOCTM

OT UHTEPHET-CpPpeObl

[1] Kubeppucku ona gpeten n nogpocTkoB

K aTon rpynne oTHOCATCA PUCKN,

NPV HACTYMNEeHNM KOTOPbIX y pebeHka
bopmMmMpyeTcsa 3aBUCUMOCTb OT MHTEPHETA
B LLE/IOM UMM KOHKPETHbIX Ero 3N1€MEHTOB,
HanpuMep: anropuTMbl yaepXaHus
BHUMaHUA, UrpoBas 3aBUCUMOCTb

N U3BbITOYHOE NCMONb30BaHME NHTEPHETA.

21>> AJINLCOPUTMblLYOEPX AHUA

BHUMAHNA

ANropuTMbl aHanM3NPYIOT peakLmnn Nonb3oBaTens,
CUUTBIBAIOT MOMEHTASIbHbIN OTKMK Ha MHPOpPMaLUio,
a 3aTeM NoAdMPatOT MOXOXUN KOHTEHT. Takum
06pas3om, OHM OrpaHNYMBatOT NOTOK MHPOPMaLUK
0O UHTEPECHbIX MONb30BaTeNio Nyo6nnkaumm,
dbopMupyIOT pekoMeHaaL M, NoKa3blBaloT
TapreTUPOBaHHYIO peknamy.

OcHoBHas Lenb anropMTMOB — YAEPXMBaTb
BHMMaHWe pebeHka Kak MOXHO gonblue. [1ns

3TOro UCMOMb3YEeTCH MHOXECTBO MaPKETUHIOBbIX
WHCTPYMEHTOB, Hanpumep, UrpoBblie NeTNu,
cozpatowme apdekT He3aBepPLIEHHOCTN OENCTBUS
1 Bbl3bIBAOLLME CUHAPOM YNYLLEHHbIX BO3MOX-
HocTeln (FOMO, ot aHrn. fear of missing out).

MokasblBas TONMbKO TO, YTO UHTEPECHO
nonb3oBaTesnio, anropmUTMbl U3HaAYaNbHO
NPOEKTMPYIOTCS Ha NONAPU3aLNio MHEHUN
Ha nio6ble TEMbI, KOTOPbIE BAUSIOT
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Ha CTaHOBJIEHNE MUPOBO33PEHUS eTeN

n noppocTkoB. Cuctema nogouvpaeTt nogen

Nno MHTepecam N yoexaeHusm, oobeanHss

WX B rpynnbl. TOT adPeKkT nonyymnn Ha3BaHMe
«3X0-KaMepbI»: NONb30BaTeNb OKPYXEH TOMbKO

20 >> WUICPOBA4A
3ABUCUMOCTDb

MrpoBas 3aBMCMMOCTb XapakTepuayeTcs
NOCTOSAHHOW, MOBTOPSIOLWENCSA NOTEPEN KOHTPONSA
Haf UrPOBbIM MNPOLLECCOM, MOBbILLEHNEM
npnopuTeTa Urp Hag ApyruMmun nHTepecamm

N NOBCEOHEBHOWN OEATENbHOCTbIO pebeHka,

a TakXxe npoao/IKEHNEM UMK ackanaumen

3TOM MOoAeNnu NoBefeHns, HECMOTPSA

Ha BOSHWKHOBEHWE HEraTUBHbIX MOCNEACTBUN.

Cpenu NpuYmH NrpoBOI 3aBUCUMOCTU BbIAENSAIOT
noBbIWEHME coumnanbHOro cratyca. Tak, ctatyc
nepcoHaxa 1 QOCTUXEHUS B UTPE HaMpsmyto
3aBUCSAT OT 3aTpayveHHOro BpemeHu. Mpun aTom

TOM MHGOPMaLMEN N TEMUN NIOABMU, KOTOPbIE
noaTBepPXAaloT OOHY TOUKY 3peHus, Noakpennas
ero npasorty. [1pn aTOM MeXay TakumMmu rpynnamm
yCuUnmBaeTcs pasHuua BO B3rnagax U yCTaHOBKAX,
4YTO NPOBOLMPYET arpeccuio n KOHGANKTHI.

BO MHOIMX Urpax eCTb nnaTtHble BHYTPUUTpOBbIE
npeamMeTbl, KOTOpble AaloT NoJib3o0BaTeNo
npenmyulecTBo, 4HTO OKa3blBaeT CUIbHOE
OaBneHne Ha Heokpenuwylo NCUXUKy neten

M NOAPOCTKOB M NOATaNKMNBAIOT UX K MOKYMNKaM.

3aBMCMMOCTb OT Urp BbI3bIBAeT Pa3nnyHble
NPoOGnemMbl C couManbHbIM, MCUXONOrMYECKUM

n paxe ¢mnamnveckmm coctosHnem. OHa npmBoanT
K HapyLUEHWIO KNacCU4YeCcKoro coumnanbHoro
B3aMMOOeNCTBUS pebeHka C CEMbEN N APY3baMMU,
MeHsieT 06pas XM3HU, MellaeT akageMmnieckom
yCcneBaemMoCTH.

23 >> U3BbITOYHOE UCMNOJNb30OBAHUE

WHTEPHETA

M36bITOYHOE NCNonNb3oBaHNe MHTEPHETA
NPUBOOUT K HaPYLUEHWNIO MCUXONOrMYEeCKOro,
COUManbHOro, MMYHOCTHOrO, aKafeMN4YEeCKOro
nnu npodeccnoHanbHOro 61arococToAHUS
YenoBeka. B yacTHbIx cny4vasx aTo nepeTtekaet
B 3aBUCKMMOCTb OT MHTEPHETa — y YefoBeka
NosIBNAIOTCS HEONpaBaaHHasa TpeBora

N XenaHne NoakalYnTbCs K CeTH

Kak MOXHO ckopee.

K OCHOBHbIM CUMNTOMaM UHTEPHET-3aBUCMMOCTH
OTHOCUTCS HE TOMbKO YBENNYEHNE KONMYeCcTBa
BPEMEHMU, MPOBEAEHHOTO B UHTEPHETE,

HO 1 Mepenagbl HaCTPOEHWs, YyBCTBO
oOMHoYecTBa, 6ECMOKONCTBO M pasapaxuTenb-
HOCTb. [TOMUMO 3TOrO, UHTEPHET-3aBUCKMbIE

CKJTOHHbl OTKa3blBaTbCs OT OTBETCTBEHHOCTU

n oTpuuaTb Npobnemsl. Takne NOAPOCTKN
Yallle BCEro He MOryT KOHTPOIMPOBaTb BPEMS,
NPOBEAEHHOE OHMNaMH, a TakXe He B COCTOSHUN
COKpPaTUTb €ro CaMOCTOSITENbHO.

Y 3aBMCUMBbIX OT MHTEPHETa U CoLUManbHbIX

ceTen NOAPOCTKOB TakXxe HabnopaeTcs
oncmopdodobms — aTO NCUXMYECKOE
pacCTpPONCTBO, MPU KOTOPOM YENOBEK YPEZMEPHO
06€eCrnokKoeH HeaHaunTenbHbIM oedpekTomM

N 0COBEHHOCTbIO cBOEro Tena. PunbTpbl,
WHCTPYMEHTbI ANS peTyLn n o6paboTkum
doTorpadum dopmupyloT y AeTen n NoapoCTKOB
HEeBepHble NpeacTaBNeHns O BHELWHOCTH,

4YTO NPUBOJMUT K KOMMNEKCaM B peanbHON XU3HW.

[1] Kubeppucku ona gpeten n nogpocTkoB
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TexHoNnornyeckKue

pelleHna no 3awuTe
DEeTEN B UHTEPHEeTe

\.‘
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>>  KIACTEPbIL

npe,U,VIKTVIBHaﬂ aHannTukKa

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

pUCKa 1 paHXnpoBaTb X B COOTBETCTBUU
C BO3pacCTHbIMU rpynnamm neten.

MpennKTUBHBIE CUCTEMbBI UCMONB3YIOT Bonblune
OaHHble, CTaTUCTUYECKME METOMbI, a TakXe
WNCKYCCTBEHHbIV MHTENMEKT U MallMHHOE 0by4eHMe.
MpennkTMBHas aHanuTNKa NogpasymMmeBaeT
n3yyeHne oHnanH-cpenbl, B TOM Yncne
anropuTMOB, YCTPOWCTB N NONb30BaTENbCKUX
NnpuBbIYEK OeTen, a Takxe NnpodunmpoBaHme

n aHanuna rpada ceszen. OgHaKo 37O NOAHUMaEeT

pPan 3TN4eCKnx BONpocoB 06 NCcnonb3oBaHUK
nepCoOHallbHbIX AaHHbIX neten.

B xope aHanusa nHopmaumm BbiSBNSIOTCS
npeavkTopbl — onpeneneHHble Npu3Hakn

B MaTTepHE NOBEAEHMS, SBNSAIOWMECS CUTHANOM
BO3MOXHOro pucka. OrpaHM4yeHMeM B AaHHOM
cny4vae sBNgeTCs CNOXHOCTb COOpa peneBaHTHbIX
[OaHHbIX, @ TakXe AnuTenbHoe obyveHne
anropuTMOB A1 NOCTPOEHMUS MPOrHO3HbIX
CUCTEM 1 BO3MOXHbIE OLLIMOKW B pe3ynbraTax.

Hetckne
coumarnbHble UHTepHeT-
cetun $dunbTpbI
@ CepBuchil
MpakTrkn okasaHus
paspaboTkm NOMOLLU

UHCcTpyMeEHTDI
poOANTENbCKOro
KOHTpon«

U MOHUTOPUHra

Q Acbpacrpymypa

ABTOMaTU3

npoBaHHas

Mogepauus

[lpepgukTnBHas
(aHanuTuKa )

MpeankTnBHas aHannUTMKa MOXET ObITb
NCNoONb30BaHa A5l 3alMThl AeTen B UHTEPHETE
nyTeM onpeaeneHuns mL, HaxoasaLMXCs Nog, PUCKOM
COBEpPLUEHNS NPECTYNNEHNS NN CTaHOBNEHMNS

XepTBon npecTtynnexHusa. OHa nossonseT
NPOrHO3NPOBAaTb U BbIABNATL Ha pPaHHEeN
CTafMM PUCKUN PasfIMYHOro xapakTepa,
nayyatb 1 KnaccuduUMpoBaTb UCTOUYHUKN

PrevBOT

YaT-60T, 6a3upyowmncs Ha anroputmax. OH nomMoraeTt nonmuumn
B BbISIBIEHMW 3MTOYMbILUNIEHHUKOB B YaTax, MECCeHaXepax

M coumanbHbIX ceTax. BOT cuMTbiBaeT YyXxume nepenuckm n sanu-
CblBaeT UX, a TakKXe MOXET UMUTUPOBaTb obleHne pebeHka, 4To
nosponseT o6HapyXuTb 3N10yMbILNEHHUKOB. JIMHrBUCTMYECKan
Mogenb po6oTa Nno3BongeT onpenensaTb Nos, Bo3pacT

M aBTOPCKUMN NOYEPK YenoBeEKa U COOTHOCUTb €ro ¢ 6ason
Kn6epnpodunupoBaHHbIX aKKayHTOB APYrUX NOTEHLUMaNbHbIX
npecTtynHukoB. Kpome Toro, Tak kak po6oT ymeeT pacno3HaBaTb
NPecTYNHUKOB U OnNpeaenaTh, kKakue undpoBbie NPOCTPaHCTBa
OHU OKKYMNUPYIOT, €F0 MOXHO UCMNONb30BaTb Kak UHCTPYMEHT AN
onpepeneHns onacHblx ANs AeTeN coobLlecTs.

[eTckne
(couwnanbHble )ceTun

[leTckune coumanbHble CETU ABNSIOTCS
aHanorom obblYHbIX COLManbHbIX ceTen,
OHU CNOCO6HbI 06ecneynTb AOMNOMHUTENbHYIO

6€30MacHOCTb U1 3alUTy OT Yrpos,
C KOTOPbIMU PEBEHOK MOXET CTONKHYTbCS
B UHTEPHETE.
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CouwnanbHble ceTu Ans geTen 3awmLeHbl
pasnnMyHbIMM CUCTEMaMUN Moaepaunm u dunsTpaumm,
4YTO No3BonseT 6nokMpoBaTb NybGAnKaLuuio rpyboro,
XECTOKOro, HeXenaTebHOro Ans NnpocMoTpa
koHTeHTa. OfHaKO CMCTEMbl aBTOMaTU4YECKON
buNbTPaLmMM KOHTEHTa faxe B AETCKUX COLCETSX
HeCOBEepLUEHHbI, a MOAepaTopbl He BCeraa
ycneBaloT oTcnexmnsatb NOAO6GHbIE MHLMAEHTHI.

[JeTtckune coumanbHble CETU TakXe
HanpaBneHbl Ha OrpaHUYeHNe KOHTaKTOB

GromSocial

AeTen CO 3/10yMbILWEHHNKAMUN U B3POCbIMA
mopbMn. NoOMMMO 3TOro, HeKoTopble
peTckme coumanbHble ceTu npegycmar-
puBatoT obLeHne pebeHka TONbKO

C TEMW NoNb30OBaTENAMM, KOTOPbIE

OblNn NpegBapuTeENbHO 00O6PEHDI
poauTenamm unmn onekyHamu. Npu aTom
ocTaeTcs AOBOJMIbHO BblCOKasi BEPOATHOCTb
perncTpauumn B 4ETCKON counanbHom

CeTu B3POCNOro 3/10yMbILWIEHHNKA

nop BMoom peberka.

[eTckas counanbHas ceTb, KOTOpas YYUT AeTen yKpennsaTb
YyBEPEHHOCTb U HE MPUHMMaTb 611M3KO K ceppuy 3nble
koMMeHTapuu. B GromSocial pns perncrtpauunm HyXHo

yyacTue poputenemn, YTo NO3BONSET CBECTU K MUHUMYMY
NPUCYTCTBME B HEWN B3POCIbIX 310yMblWNeHHUKOB. Kak Tonbko

couuvanbHas ceTb akTUBMpPYETCS, K pe6eHKy B Apy3bsi monagaioT
17 MyNnbTMNNMKALUOHHBIX NE€PCOHaXewn, 3a KOTOPbIMU CTOAT
MopepaTopbl, FOTOBblE MOMO4b MO N06bIM BONpPOCaM.

[TpakTnKu
(pa3paboTkun)

MpakTuky pazpaboTkm BKAOYAIOT B Cebs
cosfaHue u ynyJweHne GyHkUMOHana,
Kacalollerocs oeTckon 6e3onacHocT

B MPUNOXEHMAX N Ha MHTEPHeT-NNoLwankax.

MNonb3oBaTenbCknm MHTEPGENC OONXKEH
npenoCcTaBnsATb BO3MOXHOCTb 6110KMPOBKU

HEeKOTOpPbIX GYHKLMIM BO n3bexaHne 3anycka
HexenaTeNnbHbIX AENCTBUN N 3alUTbl oeTen
OT NPOCMOTpPa Henpuemnemon nHdopmaumnn.
B kauecTBe npumMepa MOXHO NpUBECTU
peLleHuns, KoTopble obecneymBaT
cobnogeHne BO3pacTHbIX OrpaHnyYeHnn,
OMOBELaloT O NOTEHLUMANbHO TPaBMUPYIOLWEM

copgepxaHun nyénukaumm unm HebesonacHoCTH

onpegeneHHbIX CanTos.

3avacTylo CyLeCTBYOLWME PELIEHMS
He 6NOKMPYIOT, @ NLb OrPaHNYMBaIOTCS
onoBselleHneM nonb3osaTtenen

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

O BO3PACTHbIX OTPaHUYEHUSAX U CoaepXaHNm
KOHTEHTa, B TOM YUCIie O ero NoTeHunanbHom
onacHocTu. [pn 3TOM OTBETCTBEHHOCTb

3a nocnepylowme oencTeus Ha nnatdopme,
canTe Unu B NPUIOXEHUN HECET CaMm
nonb3oBaTenb.

Deutsche Bank

API Program (DBAPI)

PeweHne, koTopoe noMmoraeT oHnanH-npogasLamMm B3pOCnon
NpoAyKLUUM HEe AONMYCTUTb Ha CBOU CalTbl HECOBEPLUEHHONETHUX.
Ceptuounkat Bo3pacta DBAPI npegnaraet npoBepky, B OCHOBE
KOoTopou nexart paHHble knueHToB Deutsche Bank. NNpoBepeHHas
MHbOopMaLusa o BO3pacTe NoJib30OBaTENS B pEXUME peanibHOro
BPEMEHN NocTynaeT Ha CauT, YTO NO3BONSAET NOBbLICUTb
AOCTOBEPHOCTb faHHbIX O BO3pacTe noceTutenen.
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MHCTPYMEHTDI

(poanTenbCcKoro )

KOHTpONS
N MOHUTOPWUHra

NHCTpYyMeHTbl pPOANTENBCKOrO KOHTPOS
NPeAoCTaBSioT POANUTENAM MNOBbIWEHHYIO
CTereHb KOHTPOMA Haf AENCTBUAMN OeTEN
B OHNanH- n odnamH-cpene 6narogaps
yCTaHOBKE CneumanbHOro NporpaMmMHOro
obecrneveHuns Ha cMapTdOHbI, KOMMNbIOTEPDI
W ppyrue yctponctea pebeHka.

B 6a30BbI pyHKLIMOHAN MHCTPYMEHTOB
pOoONTENBCKOro KOHTPOMS BXOAUT 6110KMpoBaHme
[OCTYyNa K UHTEPHETY, MPUNOXEHUAM N Urpam,
OorpaHn4yeHne aKpaHHOro BpeMeHu, 3almTa

OT HeHagnexawero KOHTEHTa NyTeM ero
dunbTpaumm, oTCNEXMBaHNE OHNANH-aKTUBHOCTH,
KOHTaKTOB M MECTOMONOXEHNS pebeHkKa.

DT PyHKUMM 3aKoYaloTCa B NPOakTUBHOM
perynaumm 1 MOHUTOPUHre aencTenmn pebeHka

B MHTEPHETE, MO3TOMY Takne nporpammbl
NO3BONSIOT BbISBNATL N 3ab6n1aroBpeMeHHO

Kaspersky
Safe Kids

MUHUMU3NPOBaTL KNGEPPUCKN ANa AeTEN.
HecmMoTpst Ha WNPOKUM cnekTp GyHKLUN
nopo6HbIX NPOrpamMMm, NoHas N3onsaums
pebeHka OT KNOEPPUCKOB He ByaeT cnocob6CT-
BOBaTb BblpaboTke HEOOXOANMBIX KOMMNETEHLUMN
B obnacTu knbepbesonacHOCTH, KOTOpble
NoHapoo6aTCs eMy B byayLLeM.

Haquble nccnepgoBaHMa Takxe nokKaabiBaloT,

YTO MHCTPYMEHTbI POAUTENIbCKOIro KOHTPONA,
KOTOpPbIE NO3BONAIOT OCYLWECTBNATbL NOCTOAHHOE
HabnogeHne 3a pebeHKoM, paspyLialoT goBepue
K poanTenam, a B OTOesbHbIX Cny4daax gaxe
MOTYT noBfeYb NCuxonornyeckmne TpasmMbl

n penpeccuio. B cnyvae korga pebeHok

MM nogpoCTOK UCMbITbIBAET OTTOPXEHUE

M HEMNPUHATUE NHCTPYMEHTOB POAUTENBCKOrO
KOHTPONS, OH MOXET HaTn cnocobbl ob6xona
YCTaHOBNEHHbIX NpaBu’.

PeweHne pogutenbckoro koHTponsa. Coemectnmo ¢ Windows,
macOS, Android n iOS. ®yHkunoHan: 6nokMpoBKa Hexena-
TENbHOIO KOHTEHTa, OFpaHUYeHne JocTyna K yCTponcteam

B COOTBETCTBUU C pacnmcaHMeM, OorpaHu4eHue gocTtyna K npuno-

XeHMaM, cocTaB/iIeHME CnNUcKa NPUIOXEHUN, BOCTYMN K KOTOPbIM
OCYLLEeCTBNAETCS C pa3pelleHns poauTenen, oTcnexvBaHne
MecTononoxeHus no GPS, 6e3onacHbIn MOMCK N UCTOPUS
akTuBHoCTU Ha YouTube, KOHTPONb YPOBHSA 3apsapa 6aTtapeu.

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

NHTepHeT-

(dUNbLTPLI )

OpHMM 13 CnOoCcO6O0B 3alMTbl AETEN B MHTEPHETE
SBNSETCA NCNOMb30OBaHNE NHTEPHET-GUNLTPOB,
KOTOpPbI€ 6NOKMPYIOT [OCTYN K HEXenaTenbHbIM
canTtam 1 ckadmBaHue dannos onpeneneHHon

TEMaTUKN, OrpaHn4YmnBaloT 3anyck I'IpM.ﬂO)KeHVII;I nwurp.

Takxe cyLlecTBYIOT crneLmanbHble NPorpamMmel,
KoTopble o6ecneynBaloT GUNbTPALUIO UHTEPHET-

Lidrekon

pecypcoB No BCTpeYvaloWwmmMcs Ko4eBbiM CNoBam
6e3 HeoOXOAMMOCTU BHECEHMUS POAUTENSMN
BPYYHYIO B YEPHbIN CNUCOK OTAENbHbIX CanTOB

C HENpPUEMIEMbIM KOHTEHTOM ANS AeTeEN.

Takre PuUnbTPbl HE NPUBSA3aHbl KO BPEMEHU
pearvpoBaHus KOMaHAbl MOOEpPaToOPOB NN
HenmpoceTn, OHM 3almLalT pebeHka MOCTOSHHO.

PacwupeHne pna 6paysepa, no3sonsiowee ¢unbTpoBaTb KOHTEHT.
NMpoBepka KOHTEHTA NPOMCXOAUT Ha OCHOBE POCCUNCKOMN 6MBNnO-
TeKM GUNbTPOB, KOTOpPas NOCTOAHHO o6HoBnaeTcs. PunbTpyeT
KOHTEHT MO TEMaM: YIeHOBPEeAUTENbCTBO, cynuug, MNMAB,
HapKOTUKWU, Tabak, ankoronb, a3apTHbIE€ UFPbl, NPOCTUTYLIMS,
6poasXXHMYECTBO, ONpaBgaHNe HacuUIus K NioAsaM U XXNBOTHbIM,
oTpuLaHNE CEMENHBIX LEHHOCTEN, HETPAaAULUOHHbIE OPUEHTaL MU,
HeyBaXeHue K getdaM n pogutendam, KpuMmumHan, opyxue,
HeueH3ypHasa 6paHb, NOpHOrpadus, aKCTPEMU3M.

ABTOMaTU3NpPOBaHHas

(mMmopepauung )

Mopepaumsa KOHTEHTa NogpasymMeBaeT yaaneHue
nHdopmaumn, ee dbunbTpaLmio Unm 610KNPOBKY,

pekoMeHgaunto KOHTEHTa 4epe3 HOBOCTHbIE
NIeHTbIl, TeEMaTn4eckne Cnnckn n nepcoHann-
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3MpOBaHHbIE NPennoxXeHnd, a Takxe TU3aunmn nnm npnopnTndaunm KOHTEHTAa. MCNoJsib30OBaHME TpaHCIUTEPaUnN N npo4umne

ABTOMaTM3aLMa Mogepaumm Nno3sonsaeT crnocoobl.

MaTepunanos, a Takxe BO3ZMOXHOCTU yny4lleHuns
Kputepues ans 6nokMpoBku. MexaHn3mbl
aBTOMaTMyeckon punbTpaunmn bonee
OENCTBEHHbI, 0QHAKO OHWN C BonbLuen
BEPOSATHOCTbIO MOTYT A0OMYyCKaTh OLUNOKHN

npu 610KNPOBKE NN yoaneHUn KOHTEHTa.

MOHUTOPWHI KOHTEHTA.
3HaYUTENbHO YCKOPUTb NPOLLECC, a TakXe
nmeeT 6onee WMPOKY 06nacTb AENCTBUS,
HanprMep, BO3MOXHOCTb NPOBEPSATb KOHTEHT

B 3aKpblITbix coobuecTBax. OgHako ans obxona
cUcTeM aBTOMOAEPaLUN LWNPOKO NCMOMNb3YIOTCS
BapuWaHTbl MIBMEHEHUS JaHHbIX, BKIloYaloLme

ABTOMaTU3MpPOBaHHasa MoOepaLmsa KOHTEHTA
MOXET MCMNOMb30BaTbCA Ha COOTBETCTBYIOLLNX
aTanax NpPeBeHTUBHOrO O6HapPYXeHNs
noTeHumanbHoO NPOB6NEeMHOro KOHTEHTA,

a TakXe A4S aBTOMaTU3MPOBaHHOW OLEHKM

N UCMONHEHNS peLlleHns o6 yaaneHuu,
MapKUpPOBKe NN AEMaPKUPOBKE, AEMOHE-

Mpu 3TOM NpPenmyLLECTBO PYYHON MoZdepaunm
3aknovaeTcs B OTHOCUTENBHOM TOYHOCTH,
BepUPULMPYEMOCTU PEIYNLTATOB yaaneHus

B cebs, Hanpumep, seaeHne JONnoONHNUTENTbHbIX
I'Ip06eJ'IOB NN NOJNTHOE UX OTCYTCTBUE,

Meta®

Ncnonb3yeT aBTOMogepauuto, YTo6bl BbISBASATL cnaM, GenKkoBble
CTpaHuubl, NTOpHOrpaduio, 3KCTPEMUCTCKUE MaTepuansl,
PONUKKN Co cueHaMm XecTokocTu. OgHaKo Ha CErogHALWHUN

AEHb anropuUTMbl He CNOCO6HbI TOYHO pacno3HaBaTb NPU3bIBbI

K OCYLLeCTBNEHUI0 3KCTPEMUCTCKON AEATENBHOCTU —

3TUM 3aHMMaloTca MogepaTopsbl. A B Instagram® BHegpeHa
nporpamma DeepText Ha 6ase U/ pna ¢unbTpauum Tpasnu

M nspesaTtenbcTB. I3Ha4YanbHO oHa uckana TonbKo cnam, NOTOM
Hay4ymnacb obHapyXuBaTb OCKOPOUTENbHbIE KOMMEHTapUH,

a 3aTeM MHCTPYMEHT Havyanu oby4yaTtb aHanu3y He TONbKO
KOMMEHTapueB, HO U NOCTOB.

CepBwuchbl
oKa3aHus
(nomoLun) =

CepBuCbl OKazaHWs MOMOLLM BKOYaoT
B cebs cnekTp opraHM3auun n CepBUCOB,
KOTOpble NO3BONSIOT PEBGEHKY, PpoanTENIO
WM UHBIM 3aWHTEPECOBaHHbIM NNLAM
3anpoCuTb MOMOLLb NCUXONOTrOB,
BOMOHTEPOB, NPaBO3aLUTHUKOB

W OpYyrux cneumanncTos.

OHUW MOryT CNyXnTb A1 OKa3aHWs NCUXONOrMYeCcKom
NOMOLLM, KOMMYHUKaLUUIA MEXAY AETbMU U FOCy-
papcteoM, HKO, BonoHTepamn. Takne opraHmaaumm
aKTMBHO MCMNOMb3YIOT TEXHONOTMM U BHEOPSIOTCS

B MHPPACTPYKTYpPY, KOTOpas KacaeTCsl NOAAEPXKMN
peten. OgHom 13 3apad nnatdopm pearnpoBaHns
Takxe BnseTcs NpocBeLleHne obLeCcTBEHHOCTH

5 Tlpun3HaHbl 3KCTPEMUCTCKUMU OPraHn3auusMm, 4esTeNbHOCTb
KOTOPbIX 3anpeLLeHa Ha Tepputopun Poccunckon depepaumn
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no Bonpocam nomouu getam. MNpu sTom
rNaBHbIMU OFPaHUYEHUAMM TaknX CNyX6
ABNSAOTCSA KOMMNETEHTHOCTb CMNEeLManmcToB

N Ka4yecTBO OKasblBaeMol nomolum. YacTto

B NOAOGHbIX OpraHndaumsx paboTatoT
BOJIOHTEPbI, KOTOPbIE HE BCerga MoryT
npaBuIbHO OKa3aTb MOMOLLb PEBEHKY,
CTONKHYBLUEMYCS C TPYOHOCTAMU U pUCKaAMMN.

TpyaHo
noapocTkam

MHorune nnatpopmbl pearmpoBaHus
noppasyMeBaloT HECKOMbKO KaHanos

015 KOMMYHUKaUUKW C AeTbMW, Harnpumep,
TenedoH LoBepus, CanTbl, MECCEHAXEPDI
nnun yaT-60Tbl. B 3aBUCMMOCTHM OT pa3mepos
N TEXHUYECKMX BO3BMOXHOCTEN OpraHnaaumu,
KOMNMYECTBO W NPOMNYCKHas CNOCOBHOCTb
Takux KaHanoB BapbUPYIOTCS.

YaT-60T, N03BONAOWUIA AETAM, NOCTPaAABLIUM
OoT TpaBnu, o6paTnTbCca 3a nomMolblo. bot
cnoco6eH nepeHanpasfisTb 3anNpPOChl O NOMOLLM

K opraHvM3aunsamM u MHGUBUAYanbHbIM Cneunannuc-
Tam. OH onpepensdeTt npobnemy pe6eHka U NOTOM
HanpaB/geT CpaBOYHble MaTepuanbl, KOHTaKThbI
cneumnanmcToB N NPOGUNbHBIX CNYX6.

(MndpacTpykTypa) O

MNop nHpacTpykTypon NnogpasymeBaeTcs
COBOKYMHOCTb B3aMMOCBS3aHHbIX OObEKTOB,
CTPYKTYP, peleHun B obnactn 6e3onacHocTH,
WNHTErpUPOBaHHbIX B €0UHYIO CUCTEMY.

OcHOBHOW NpUHUMN obecneyeHus 6esonac-
HOCTW — 3TO HEMPEPbLIBHOCTb 3aLUUTbI
B NMPOCTPAaHCTBE U BPEMEHMW.

Yepes cUCTEMHYIO MHTErpaumo nHopa-
CTPYKTypa o6beauHaeT pecypchbl

M npocTpaHcTBa. [log pecypcamm
NOHUMAIOTCS Pa3NnNYHble TEXHNYECKME

1 annapaTHble CPeaCcTBa, NPOrpaMMHoe
obecneyeHne n 6a3bl faHHbIX, KaHarbl

n cpencTBa cBa3u. [IpocTpaHCTBa, B CBOK
ouepenb, BKOYaloT B cebs pasnnyHble
dunsnyeckme ob6bEKThI, HA4YMHas OT MecTa
NpoxmBaHusa pebeHka, 3akaH4YnBas
0O6LLEeCTBEHHBIMW MECTAMU, TPAHCMOPTOM,
Y4eOHbIMU 3aBEAEHUSMU U FTOPOLOM

B LLe/IOM.

AviaTor

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

UHopacTpykTypHbin npoekT INHOPE (MexpayHapogHoun
accouuvaunm ropsumnx nuHum uHtepHeta). INHOPE o6bepuHset
50 ropsuux nMHuMn B 46 cTpaHax ang 6opbbbl C MaTepmnanamm,
copepXxaliuMmu cekcyanbHoe Hacunue Hap getbMmu. OpraHunsauus

exerogHo o6pabaTtbiBaeT Thica4yu 3anpocos. AviaTor —

3TO CMCTEMaA, B paMKax KOTOpOM MoaepaTopbl obpabaTbiBaloT
n3obpaxeHuns, paccTaBiss Mapkepbl U xewu, GUkcrMpys

ux B 6a3e. OTo NO3BONSET aBTOMATUYECKN BbIABNATb aHaNOrNYHbIE
npectynHble matepuansl B uHTepHeTe. INHOPE nepepaet paHHble
NpaBoOOXpPaHUTENbHbIM OpraHaM, YTo COAeNCTBYET NOUCKY

M MOMMKE NPECTYNHMUKOB, PacnpoCTpaHaIoWNX Takue maTtepuansl.
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PUCKN B BYOYIUIEM.

TpeHAabl n TexHonornm

NHnoeHcepbl

HenpoceTn

VR

MeTaBceneHHble

NcKkycCTBEHHbIN MHTEeNNekT

YMHbIE CUCTEMbI U FragXeThbl

YcuneHue BnusiHUS koprnopauun
Mopenu 3apaboTka B nrpax
MoHeTnzauma Nonb3oBaTENbCKOrO KOHTEHTA
BunomeTtpus

Bonblwne paHHble

COVID-19 / coumanbHas nsonauus
LUndposnsauma obuectaa
leononuTnyeckne N3aMeHeHus
BrnoknpoBka 1 HEKOPPEKTHOE
perynmpoBaHne MHTEPHET-PECYPCOB
MNoctnpaBpa
CoumranbHO-3KOHOMUYECKNE N3MEHEHUS

CylecTBylowme pmckm

OnacHble TpeHabl 1 YenneHoxu
AnNropuTtMmbl yaepXaHus BHUMaHUs
Knéepbynnunr

CrankuHr

MymuHr

CekcyanbHble goMoraTenbCcTBa
OHnaH-MOLIEHHNYECTBO

Kpaxa, cbop n akcnnyataums
NnepCcoHanbHbIX AaHHbIX
[esnHpopmauns

MNpoaBuHYTbIE METOANKN MapKETUHTa
Nrposas 3aBucnmocTb

MNpopaxa 3anpeLeHHbIX TOBapOB 1 yCnyr
TeMHble naTTepHsbl

WepeHTUHr

N36bITOYHOE NCcnonb3oBaHNe UHTepHeTa
BoBneueHune peTten B KpMUHasbHbIE
coobluiecTBa

[ oKcuHr

Papvkannsaumsa n akcTpeMmam
BkniouaeT Bce 23 pucka

NH®JTIOEHCEPLI, POCT
X BINAHNUA N BUPTYATTU3ALNA

B3AMMOLENCTBUA MEXY B3POC/IbIMU
M OETbMW B VR N METABCEJIEHHbIX

NN KAK NUHCTPYMEHT
NPECTYMNHNKOB

NN KAK YACTb NMPOLIECCA
BOCIMNUTAHUA

ANCTAHUMOHHbBIE CMNOCOBbI
SKCIMITYATAUNN OETEN

UMDPOBOW CNEQN,
N BUOMETPUYECKUE OAHHBIE

TPAHCOOPMALNA COLUUATIBHBIX
HABbIKOB OETEW

NOoNYNAPU3ALINA «CEPbBIX»
B3SAUMOOENCTBUN

Y>XXECTOYEHUE
NH®OPMALMOHHOW BOUHbI

POCT UN®PPOBOIO
PA3PbLIBA

[3]1 Pucku B 6yaywem
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NHDJIIOEHCEPBI, POCT NX
BIANAHUA N BUPTYAIIU3ALLUA

NHdnoeHcepbl BIMAIOT Ha MHEHME U BbIGOP AETEN N NOAPOCTKOB,
TPaAHCNNPYIOT CBOU LLEHHOCTM U NOJb3YIOTCS LOBEPUEM CO CTOPOHDI
ayanTopun, HO He BCerga OCO3HaloT OTBETCTBEHHOCTL 3a 3TO.
Mpun 3TOM NOSBAAIOTCA NONYBUPTYanbHble U BUPTYalbHble
NHNIOEHCcepbl, 3a aBaTapamMmi KOTOPbIX CTOST HEM3BECTHbIE Noan
Uy opraHmMsaLumnm, CNocobHble TPaHCINPOBaTb CBOU LLEHHOCTM

N MaHUMNynNMpoBaTb AOBEPUEM ayaUTOPUM B Pa3NINYHbIX LLENSX.

B3AUMOJOEUNCTBUA MEX Y
B3POCIIbIMU N JETbMHU

B BUPTYAIbHOW PEAIbHOCTU
N METABCEJIEHHbIX

B coBpemeHHbIx VR-nprnoxeHusx cteneHb KOHTpons

3a B3aMMOOENCTBMEM OEeTEN U B3POCIIbIX HN3Ka — B3POC/ble

MOTYyT MCMONb30BaTb aBaTapbl AeTen, a 4eTU MOy T NCMOb30BaTb
aBaTapbl B3poc/biX. C NPOHUKHOBEHMEM B Hally XW3Hb BUPTYarbHOW
peanbHOCTN N MeTaBCENEHHbIX BCe H6onbLue Moaen pasHbiXx BO3pacToB
OyayT BbIXOQMTb Ha OOHM U Te xe nnowagku. B VR yxe oTmevanuch
npeueaeHTbl KN6epOynanHra, CekCyanbHbIX AOMOraTenbCTB

W Opyrnx oencTBum, KOTOPblE CNOCOHBHbI PacnpPOCTPaHNTb
COMyTCTBYIOLWME PUCKN Ha AeTen N NOAPOCTKOB.

NCKYCCTBEHHbBIA MHTENNEKT
KAK UHCTPYMEHT
NPECTYMNHMNKOB

Kommopgnsaumnsa nckyCCTBEHHOrO MHTENNEKTa, ynpoLlieHne
CO3[aHNa HEMPOCETEN U BbIXOA NOAOOHbBIX TEXHONOMMI

Ha NOTPEebUTENBbCKUIA PbIHOK MO3BOMAT 3M10YMbILLNEHHUKAM
MCMNONb30BaTh MX B Ka4eCTBE MHCTPYMEHTA. YXe cenvac ecTb
npUMepbl CUCTEM, CMTOCOBHbIX KONMMPOBaTb NMLO, FO10C

N MUMUKY — 3TO MOXET UCMONb30BaTbCA MOLUEHHNKaMM

ons obxopa cmcTeMm, 6asnpyoWnxcs Ha GUOMETPUYECKOMN
Bepudunkaunun. NogobHble TEXHONOrNM NO3BONSAIT arpeCCMBHO

4 >>

5 >>

HaCTPOEHHOMY pebeHky codaaTb ¢OTO UMK BUAEO, B KOTOPbIX
CBEPCTHUK HAXOANTCS B KOMMPOMETUPYIOLLEN CUTYaLMN.

NCKYCCTBEHHbBIA MHTENMNEKT
KAKMYACTb MMPOLLECCA BOCIUTAHUA

[loMaluHMe roflocoBble aCCUCTEHTbI OTKPbLIBAIOT HOBbLIN BEKTOP

A9 BTOPXeHUs kopnopauuin B ceMbto. CyliecTByeT BEPOSATHOCTD,
4yTO meTu, nonbaytowmnecs M-accncteHTamm kak urpyLKkamm,
CTaHyT XepTBamu co3paTtenen Takmx yctponcts. Cospatenu MoryT
TpaHCnnpoBaTb Yepes3 HUX naen, MaHnnynmnpoBaTb anropntMamMm
nonbopa KOHTeHTa, cobupaTth AaHHble. Takke BO3HUKaAET BOMNPOC
06 0CO3HaHUM poauTensiMu becnpeLeeHTHON Ponu, KOTOPYIO
Kopnopaunn Ha4ynHatoT urpatb B BOCNUTaHUN UX ,EI,eTeI;I.

JNCTAHLUMNOHHbLIE CTTIOCOBbI
SKCNAYATALUMN OETEN

OpHa 13 mexaHuk Web 2.0 — cospgaHune KOHTEHTa No/Ib30BaTENAMM.
HecoBeplueHHONEeTHME yXe cenvac abCcontoTHO becnnaTHO
NPOU3BOAAT KOHTEHT Ha NnatdopmMax KOMMEPUYECKNX KOMMaHUN.
Hanpumep, coTHM YacoB rpynnoBon paboTbl yXOAAT Ha NPOEKThl
B Bugeourpe Roblox, npnbbiib 3a KOTOpPbIE NONyYaeT KOMMNaHus,
a He pakTMyeckme cospatenn KOHTeHTa. Tema akcnnyataumm
LEeTCKOro Tpyaa B UHTEPHETE Mano ndyveHa, 1 B3pocCsble peako
NMOHMMAaIOT, MO KakMM npasunam GyHKLMOHNPYET CNOXHas!
3KOCUCTEMa BUPTYanbHOro Tpyaa oeTen.

[ 31 Pucku B 6yoywem



50 // 51

6 >>

7 >>

LNOPOBOW CNEL
N BUOMETPUYECKME OAHHbIE

Lndposoi cnen HaunmHaeT HakannMBaTbCs PpebeHKOM

C CaMoro paHHero Bo3pacTa. TO MOXET ABNATbCS BEKTOPOM
A5 pa3HOO6pasHbIX aTak: HEOCTOPOXHOE BbiCKa3blBaHNE B
WHTEPHETE MOXET CTaTb NOBOAOM A5 YBONIbHEHUS, @ OOLUMPHbIN
undppoBon cnen, bUoOMeTpruYeCcKme N NepCcoHanbHble AaHHble —
uenb ons MOLEHHWKOB, CTaNkepoB U OPYrMX 3/T0YMbILWIEHHUKOB.

TPAHCOOPMALINA
COUMANBHbIX HABbIKOB NETEN

OeTun cTtanun 60onblUe 06LWaTbCq OHNAaWMH, NONb30BATLCS
LOMALIHUMN YCTPONCTBAMU C UCKYCCTBEHHbBIM UHTENNEKTOM
n dopMmnpoBaTb NapacoumanbHble CBA3M C 6norepamu

1 nHdnoeHcepamu. [Npouecc 0CBOEHNST COLManbHOro Nons
W3MEHWNCSH, Uy OeTeN MOryT NoaBnaTbCa Npob6neMbl

8 >>
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C TpagMumMoHHOM dopmon coumannsaumnm. Npn aTom pucku,
CBSiI3aHHbIE C 3aBUCUMOCTbIO OT MHTEPHETA, COLMaNbHbIX CETEN

N KOMMbIOTEPHbIX UrP, OyOyT Haxo4uTb BCe Bonbluee pacnpocTpaHeHne.

NOoNYNAPU3ALUNA «CEPbIX»
B3AUMOLOENCTBUN

MaccoBble orpaHn4yeHus gocTyna K pecypcam B UHTEPHETE

1 BO3MOXHas pervMoHann3aums HTEpHeTa yxe npuBenu

K pacrnpocTpaHeHIo pasnnyHbIXx CEPBUCOB U NOAXOA0B

Nno NpeoaoneHnio BBOANMbIX 3anpeToB. Takme nporpaMmsbl
NONYNSAPHbI Ny B3POCHbIX, Ny AETEN, UMEIOT YAOOHbIN MHTEpdENC

W 4acCTO BbIK1aabIBalOTCA B UHTEPHET C PYKOBOACTBaMMU MO HaCTPOWKe.
MNonynspusauns «cepbix» B3aUMOOENCTBMA MOXET NPUBECTU
pebeHka He TONbKO K U3yYEeHMI0 MHOOPMALMOHHbBIX TEXHONOMNI,

HO 1 BCTYMNMIEHUIO B XaKEPCKYIO A4YENKY Ha POMb Tak Ha3blIBAEMOro
«script kiddie» — oHoro nogmacTtepbst 6051ee OnbITHbIX XaKepOB.

YXECTOYEHUE
NHO®OPMALMOHHOW BONHDI

Pa3Hble akTOpbl BCe akTUBHEE UCMOb3YIOT KNH6EPNPOCTPaHCTBO
LN MHGOPMaLMOHHbIX BOWH. [leTn He obnapatoT pa3BuTbIM
KPUTUYECKMM MbILLUNEHMEM, MO3TOMY Hanbonee ys3BUMbl —

OHW HEBOMbHO OKa3bIBaOTCSA rMaBHbIMU XepTBamMu
NHGOPMAaLMOHHbIX BOWMH, MOCNeaCcTBUSA OT KOTOPbIX OyayT
MHOXWUTbCS U CTAHOBUTbLCS BCE MEHee npenckasyeMbIMU.

POCT LUO®POBOIO
PA3PbIBA

LindpoBoe HepaBeHCTBO 1 pakTnYeCcKoe nopaxeHne

B rpaxaaHCKuMx NpaBax AeTeN N3 OTAENbHbIX CTPaH MOXeET
OrpaHNYnTb NX B CMOCOBHOCTN NONYYNTb CBOEBPEMEHHYIO
MOMOLLb U 3aWMTy: MPOBanNAepbl yCNyr He CMOryT
BOCMO/b30BATbLCS NOJMHbIM CNEKTPOM Mep Mo NPOTUBOOENCTBUIO
Knoeppurckam, a NpaBoOOXpaHUTENbHbIE OpraHbl OyoyT
OorpaHn4YeHbl B paccnegoBaHum NPecTynneHnn.

[ 31 Pucku B 6yoywem
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(O6pasoBaTenbHbIe )
yuypexaeHus

K yncny Taknx ctemkxongeposB Mbl OTHOCUM
rocynapcTtBo, o6pa3oBaTefnbHbIe yYpexaeHus,
KOMMepYecKkmne npegnpuaTtus, poauTtenen,
HekoMmMepuyeckune opranmsaunn (HKO)

N coumanbHbIX NpegnpuHUMaTenen,

a Takxe VT-pazpaboTumkos.

MNepen obpasoBaTenbHbIMU YHYPEXAEHNAMMN CTOUT KOMMNEKCHas
3apadva, CBA3aHHas OOHOBPEMEHHO C 6e30nacHbIM BKIIIOYEHNEM
OHNaMH-TEXHOMOr NI B y4ebHbIN NpoLecc, peannaaunen y4ebHbix
nNpPOorpaMm v AUCLMMNH, NOCBALEHHbIX MHTEPHET-6€30nacHOoCTY,
a Takxe undpoBon counanmsaumen geTen n NnogpoCTKOB.
Heobxooumo npoBedeHne KOMNNEKCHOro aHannaa Knbeppuckos
W CTaHpapTM3aumns NpoLeccos, CBA3aHHbIX C UCMONb30BaHNEM
KOMMBbIOTEPHbIX N UHTEPHET-TEXHONOIMIA B 06pa3oBaHnN.

BaXHO y4MTbIBaTb, C OAHOWN CTOPOHbI, YTO 3pPeKTUBHasA
3awnTa MOXET 6bITb [OCTUTHYTa NPUY YCIIOBUN CKOOPAMU-
HUMPOBAHHbIX U 06OCHOBaHHbIX YCUMUA CO CTOPOHbI

O6pasoBaTtenbHble MOAYNM No kKnbepbesonacHOCTU U LMPpPoBOMN
rPaMOTHOCTU AONXHbI CTaTb CKBO3HbLIM HanpasfieHnem

B 0Opa3oBaHMM AeTeN N NOOPOCTKOB Ha BCEX 3Tanax obyyeHus.
Kpome Toro, gonxHbl 6biTb pa3paboTaHbl NPOrpaMmbl NOBbILLIEHMUS
KkBanudoukaummn onsa cneunannucTos, No poay AeaTEeNbHOCTU CBA3aHHbIX
C kmbepsalmTon oeTen n NogpPoOCTKOB (Nepgaroru, PUCTHI,
COTPYOHUKM NPaBOOXPaHUTENbHbIX OPraHoB, NCUXOMOTU U T. 4.).

BCEX 3aMHTEpPeCOBaHHbIX CTOPOH. C Apyron CTOpPOHbI,
Mbl y6eXAeHbI, YTO KiloueBas posnb B o6ecneyeHun
MHTEepHeT-6e30NacHOCTU 3aKJlloYaeTCsl B COAENCTBUN
npoueccy ¢popMMpoBaHusa pebeHka Kak OCOSHAaHHOro
M OMbITHOro cy6bekTa, akTUBHO UCMOMb3YIOLLENO

unppoBble pecypcChbl AN CBOEro pa3BUTUSA. .
Meparoru OOMXHbI CTaTb MoAepaTopamMu 6bITOBOM KyNbTypbl 6e3onac-

HOCTM UCMNOJb30BaHNUSA UHTEPHETA U LNPPOBbIX TEXHONOTUIA. UHCTUTYT

KNacCHOro pyKoOBOAMTENS U LLIKOMNbHOIO NCUXOSIora Hy>XXAaeTcs B nepe-

OCMBICNIEHUU C YYETOM LUnbpOoBM3aLNN Cpebl, OKpYXaloLen oeten

1 nogpocTkoB. COBMECTHbIMU YCUUAMW NeparoroB n poanTenen

Heo6X0ANMMO HaxoaoMTb 6anaHC Mexay KOHTPOMNEM U NPUBATHOCTLIO,

< I OC Dla pCTBO) npwv 3TOM OCHOBHOW 3aavYen OoNXHa CTaTb peannsaums UHTEpPHeT-
y NOTPeBHOCTEN U MHTEPECOB LUKOMbHMKA Ha OCHOBE B3aMMOYBaXeHUs,

NOAAEPXKM U Pa3BUTUS CaAMOCTOSITENBHOCTW.

locynapCcTBO AOMXKHO B3ATb Ha Ce65 BeAyLLYIO POosb MO opraHu3aunm

1 KOOpAMHAUMM COBMECTHOM OEATENbHOCTM PasfNyHbIX CTENKXONOEPOB.
Heob6xoomnmo paclumpeHne NoaaepXKM CyLLECTBYIOLLMX U CO3AaHNE HOBbIX
KOMMYHMKaLWNOHHbIX MNOWafoK, NpeaHasHaYeHHbIX Ans 06CyXaeHUs

npobnem kMéepbe3onacHOCTM N MONCKa COBMECTHbIX NMYyTEN NX PeLUEHNs. CKO M M e p LI eC K M e )
Heobxopumbl rocynapcTBEHHbIE MPOrpaMmbl Kogudukaumm n pen' n p M HTM ﬂ

N MOHUTOPUHra Npobnem kMbepbeszonacHOCTN AeTen U NMoJgPOCTKOB,
a TakXxe nNporpamMMbl NOAAEPXKKN MEXANCLMUNINHAPHBIX TEOPETUYECKINX
1 NpUKNagHbIX UCCNegoBaHnn B AaHHom cdepe.

B uenom, 3agaya 6usHeca B 0651acTv obecnevyeHunss MIHTEpHeT-
6e30nacHOCTU geTen U NOAPOCTKOB 3aKNio4YaeTCs B COLManbHO
OTBETCTBEHHOW MO3ULMM NO OTHOLLEHWIO K PUCKaM U yrpo3am,
BO3HMKaIOLLMM MO OTHOLIEHMIO K [AHHOW KaTeropumn HaceneHus
npu paspadoTke n peannsaunm uUndpoBbIX TOBAPOB U YCNYT,
paccuYMTaHHbIX Ha PasfnyHbIE LeNeBble ayanTopun.

3akoHogaTeNnbHOE PerynMpoBaHne NepcoHanbHbIX AaHHbIX HYXAaeTcs
B COBEPLUEHCTBOBAHUN B YaCTW OTKPbLITOCTM U 6€30MaCHOCTY NPakTuK,
CBSI3aHHbIX C faHHbIMW AeTeln 1 nogpocTkoB. Lndposbie npasa aeten
KaK YaCTHbIX, Tak U NnaTGOpPMEHHbIX MOMb30BaTENEN AOMXHbI 6bITh
nepecMoTpPEHbI Y NepecMaTpuBaTbCs PerynspHo.
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Pooutenu

HKO

Kommepueckune npeanpustis 4OMXHbI MPOBOANTb 3TUYECKYIO
3KCMNEPTUIY PacnpPOCTPaHAEMOro LMPPOBOro KOHTEHTA, 3NIEMEHTOB
An3anHa, Nob30BaTeNbCKMX MHTepdencos, BHeapsiemblx UX/UI
pewenHun n op. CooTBeTCTBYIOWNN GYHKLMOHAN AOMXKEH BXOAUTD

B chepy OTBETCTBEHHOCTU CreUMasnbHbIX COTPYOHWUKOB, 3aHUMat0-
LLMXCS BONpoOcamm cobnoaeHus TpeboBaHum B o6nact knbepode-
3onacHocTu geten u nogpocTkoBs («Chief Kids Compliance Officer»).

Ocoboe BHUMaHWe crnepyeT yaenaTb pa3pabdboTke MHMLMATUB,
HanpaBieHHbIX Ha NOAAEPXKY U pa3BUTUE COTPYOHNYECTBA
On3Heca 1 opyrux KNo4YeBbiXx CTENKXONAEPOB B 06nactu
pa3paboTkn N BHeQPEHNS HOBbIX 3 PEKTUBHBIX MEXAHN3MOB
obecneyeHns NPMBaTHOCTU OETEN M NOOPOCTKOB B OHNAaMH-cpeae.

Poontenam NnPpUHagnNexunuT Kn4yeBasa ponb B I'IepBI/ILIHOVI
coumanmsaunm geten, opraHn3aunn nx noBcenHeBHbIX NPaKTUK.

Bo-nepBbix, HeO6Xx0OMMa BOBMEYEHHOCTb pOoAUTENEN B BUPTYabHYIO
XWN3Hb CBOUX p,eTe|7|, nposasneHne ypaxeHna n nHTepeca K aTOoN

YyacTu coumanuadauumn NMYHOCTU. Bo-BTOpPBLIX, CNnegyeT MCNonb3oBaTb
BCE BO3MOXHOCTW 719 NOBbILIEHUS COBCTBEHHbIX KOMMNETEHLUN

B o6nacTu UMdpPoOBON rPaMOTHOCTU N KN6epbe3onacHOCTU.
B-TpeTbnx, HEOOXOAMMO OENUTHCS NYULWMMU NPaKTUKaMm
opraHmaaumm MHTEPHET-aKTUBHOCTU AeTel, yunTbiBaloLWmnx 6anaHc
MeXnay X NPUBATHOCTLIO N KOHTPONEM Hag gencteusamun. U HakoHew,
He CTOUT UFTHOPUPOBAaTb JOCTYMHbIE TEXHONOIMYECKME MHCTPYMEHTDI
nHdopMaLMOHHON 6e30MacHOCTU AeTen U NOAPOCTKOB.

3apava 06LWEeCTBEHHbIX OpraHmM3auuni, Tak UM nHadve
CBfI3aHHbIX C NpObNeMamMmn NHTEPHET-6€30MacHOCTH
LOEeTCTBAa, 3aK/l04aeTcsa B pacnpocTpaHeHnn
WHULMATMB, Hanpas/eHHbIX Ha Pa3BUTME AAaHHOTO
HanpaBneHus, a Takxe B KoopanHaunm gencTemm
pas3nnyHbix GaKkToOpOB.

[4] PekomeHpauuu cTerikxongepam

OyHkunsa HKO 3aknovaeTcst B CO3AaHNM 1 NOAOEPXKE MEXANCLNNIN-
HapPHbIX AUCKYCCUOHHBIX NNOLWafok no Bonpocam knbepbesonac-
HoCcTW geTen n nogpocTkoB. HKO cnocobHbl BbICTyNaTb B Ka4ecTBe
LEHTPOB 3HaHWUM N KOMMETEHLMM ANS Pas3nnYHbIX CTENKXONAEPOB,
HY>XJaloLWMXCS B COOTBETCTBYIOLLEN SKCMepTU3e.

OHU Takxe AOMXKHbI B3ATb Ha cebs agpecHyo NOAAEPXKY AeTel

1 NOAPOCTKOB, CTOMKHYBLUMXCS C NOCNEeACTBMAMMN Pa3NnNyHOro

Tnna kmbepaTak, HyX[aloLWmMXCs B peabunntaumm n pecoumannsauunm.
CnepyeT oTAENbHO OTMETUTb NEPCNEKTUBHOCTb Pa3BUTUS
coumanbHOro npeanpuHMMaTensCcTea B chepe NHTEPHET-
6e3onacHOCTU feTen 1 NOAPOCTKOB.

NT-pa3paboTumnku

<>

NT-pa3paboTunkm 9BRsSOTCA MCTOYHUKOM NPOPECCUOHANbHbBIX
KoMneTeHuMn B obnacTtn knbepbe3onacHOCTH, a TakxXe
cosgaTtensaMm NpoaykTOB, HaNPaBneHHbIX Ha NHGOPMAaLMOHHYIO
3alLMTYy pasdnnYHbIX KAaTEropu HaceneHus, BKoYas oeten

N NOAPOCTKOB.

OddekTnBHAsA AeEATENBHOCTL NO pa3paboTke NT-pelueHunn,
nopaepXuBaloLWmnx Knbepbes3onacHOCTb U CHUXAIOLLMX

PVCKWN Nonb3oBaTenen MHTepHeTa, HEBO3MOXHa 6e3 obmeHa
OMbITOM, ANCKYCCUM Ha NpodecCcMoHasbHbIX U MHAYCTPUaNbHbIX
MepOonpuaTUaX, B TOM YMCNE MEXAYHaPOOHOIro YPOBHS, U3y4eHus
N NCNOMb30OBaHMA 3apyBEXHOro onbiTa, Ny4YWwnx NPakTUK.

OpHUM 13 Hanbonee NepPCnekTUBHbIX HanpPaBneHUn

B JaHHOWM obnacTu npeacTaBnseTcs pa3BuTne KoMmniekca
MPEBEHTUBHBIX MEP 3aLiMTbl Ha 6a3e GONbLINX AaHHbIX,
npodunnpoBaHus, NPEANKTUBHON aHanUTUKN 1 HEeNPEepPbIBHOTO
MOHUTOPUWHra 3a CYeT COTPYAHMYECTBA CO CreunanmcTamm

B 06/1aCTN NCUXONOTM, KPUMUHANUCTUKA U T. 4.

Takxe cnegyeT o6paTUTb BHUMaHNE Ha BaXHOCTb obecnevyeHus
3KONOTrMYHOM Pa3paboTky MPOrpPaMMHbIX MPOJYKTOB C YHETOM
NPUHUWNOB U Llenen B obnactn yctonumsoro passutus OOH.
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MeTopnonorus
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(TTepBbin)

Tarl

1>>

2 >>

3>>

4 >>

5>>

Bbin npoBeaeH knacTepHbIN aHanM3
Ha OCHOBE Bbl6OPKMU, BKIIOYAIOLLEN
6onee 21 TbiCA4YM Hay4HbIX CTaTEN.

Bbinn npoaHanu3upoBaHbl 6onee

500 ncToYHMKOB NUTEpPAaTypPbl, NOCBALEHHbIX
TeMme 6e30NacHOCTN HECOBEPLUEHHONETHUX
B MHTEpPHeTe.

MNocne nepBn4HOM cuctemaTnsauum 6oinm
BblgeneHbl 23 knbeppucka. O6begnHeHne pnckos
B KaTeropmm Npomncxogmuno Ha OCHOBE He3aBUCU-
MOrO 3KCNEPTHOro KOAUpPOBaHus: B paboTe
yyacTBoBanu 4 akcnepTa, KaXAabin U3 KOTOPbIX
co3paBan cob¢cTBEHHbIN Habop kaTeropumn. Nocne
3TOro peaynbraTthl paboTbl KaXaoro akcnepra
CpaBHMBanNMCb C ApPyrmmMn, U NPUHMManocCh pelue-
Hue o $OpPMMPOBaAHUM KAaTEFOPUMN U O €€ Ha3BaHUN.
PacxoxpeHus obcyxpanmcb, U NO KaXaomy

N3 HUX 3KCNEePTbl NPUXOANNU K COrnaculio.

Ans kaxgown kateropum Mmbl chopmMmpoBanu
onucaHue, cogepxaliee onpepeneHue,
pacckas o cyTu u crieunduke yrposbl,
OOCTYMHYIO CTaTUCTUKY N UCCNeaoBaHus,

a Tak>Xe Keucbl U NpuMepsbl.

Mbl npoaHanuanpoBanu 6onee 300 UT-
peLeHNN, NaTEHTOB, KOMMEPYECKUX
KOMnaHumn, Nnnat$opmM N CEPBUCOB C TOUKU
3peHuns nx peanbHOW UNu NOTEHUUaNbHOMN
CNoCco6HOCTUN NPOTUBOAENCTBOBATH
knéeppuckam. B peasynbrate no ton

X€e aHanuTM4yeckowm npoueaype 6binm
cdopmupoBaHbl 8 kateropun NT-pelueHnn.

>21 000

Hay4HbIX cTaTen

>500

NCTOYHMKOB
nuTepaTypsl

23

knbeppmcka

8

Kateropum
NT-peweHnin

(BTopon )

dTarl

[ns yyacTtuns B paboTe Obiiv oTo6paHbl 24

aKcnepTa — cneunanucTbl B 061acTn UHTEPHET-
nccnenoBaHum (Coumonoru, NCUxXonoru, negaroru),
knbepbesonacHocTn n NT-coepeol. Kaxpomy
aKcnepTy 6binM NpennoxeHol MaTepmnanbl —

>>  KAXIOOMY SKCHOEPTY NPEMANOXIIIA

BTopon atan Takxe cTpouncs Ha MeTo-
OONOrNnN arpernpoBaHHbIX 9KCMEPTHbIX
oueHok. Llenb aTana — paccopTtupoBaTb
23 knbeppucka No CTENEHU X ONACHOCTMU
N 9PpPEeKTUBHOCTN TEXHOOTMYECKUX MEP
3alWunTbl AETEN OT KOHKPETHOro pucka.

[5]1 Metoponorus

«KapTOYKN-NacnopTUYKM» KNOEPPUCKOB 1 3aLUUTHBIX
NT-peweHunin. Kpome Toro, 6611 NpOBEAEH OHMaMH-
CEMWHAPp C NpeseHTaumen pe3ynbtaTtos NepBoro
3Tana uccnenoBaHus, Ppasbopom KN6eppPUCKOB

1 3agaHun Ansg akcnepTHow paboTol.

OLIEHUTh N0 10-BANNLHOM LIKAIE:

«CTeneHb onacHOCTU» KaXAoro
pUckKa: TaXecCTb I'IOCJ'Ie,EI,CTBI/II;I ansa
NCUXONOrn4eckoro n puanyeckoro
300pOBbs pebeHka, BNusHue

Ha coumanbHoe 6naronony4ue,
CNOXHOCTb peabunmtauum.

«d¢$pPeKTUBHOCTb TEXHONOTUN»
3alUTbl: HaCKOJbKO XOPOLUO
UMeloLMecs TEXHOMNOrnN 3alunLLatoT
pebeHka OT KOHKPETHOro Knbéeppucka.

\
A

puck
He onaceH

3awWwmnTbl HeT /
TEeXHOMOornm

He apPeKkTnBHbI /
nx HeT

puCcK nmeet
KpUTnyeckmnn
YypOBEHb
onacHocTHu

(1o

A
cyllecTBylowmne
TEXHONOrnK
NOMHOCTbIO
sawmuiaoT

OT pu1cka



62 // 63

MNonyyeHHble OUEeHKM AN KaX[oro 3 puckos

W ANS KaXO0W TEXHONOMMK ObIN NPOaHanM3npoBaHbl
Ha cxognmocTb. OLEeHNBanUChb pasfnyHble BapuaHTbl
CPEeQHUX OLEHOK (CpeaHsa apnmeTmnyeckas,
MedmuaHa), a Takxe cTatucTmyeckas Bapuaums.

B pesynbTaTe 6binM BbISBNEHbI ClyYan 6UMoganbHOro
pacnpepeneHus. B ocHOBHOM 3TO kacanock OLUeHoK
3¢ PEKTUBHOCTUN MHPOPMALMOHHbBIX TEXHONOMNN.
BumopanbHoe pacnpepeneHne ykasbiBaeT Ha 3Ha-
YMMOE PacxOXAeHNe MHEHUN: YacTb SKCMNepTOB
npvnucbiBany onpeneneHHoN TEXHONOMMUN BbICOKYIO
CMOCOOHOCTb 3alMLWwaTh OT PUCKOB, @ YacTb
HaobopPOT — NpunucbiBana 6onee HM3KNEe OLEHKMN.

Mocne 3aBepLleHWs NpoLeaypbl Mbl NONPOCKN
HEKOTOPbIX IKCMEPTOB MPOKOMMEHTUPOBATb

WX NOTUKY BbiCTaBNeHNs oLeHok. PaccyxaeHuns
N 3aMeYaHus CUCTEMaTU3NPOBaHbI B OTYETE

no pesynbTaTtam UCCNnefoBaHus.

Oco6€eHHOCTbIO AaHHOIO UCCefoBaHUs SBNsSeTCs
MCMNONb30BaHNE B €r0 OCHOBE UCKYCCTBEHHOIO
MHTennekTa (MaWwmnHHOro obyyeHus), NpeBannpo-
BaHWe MeTOA0B aBTOMaTUYECKOrO KONMMYECTBEHHOIo
aHanusa B uenax obecneyeHns 4OCTOBEPHOCTH

BHyTpeHHs aHanuTuUKa ¢ ncnonb3oBaHnemM nnatpopmol TeqViser

peaynbTraToB. [lpenctaBneHHas nHdopmaums

1 BbIBOAbI MONYYE€HbI C NPUMEHEHNEM UHTEN-
NneKkTyanbHOW aHanMTUYeCKON CUCTEMbI BbISBNEHUS
HOBbIX PbIHKOB, MEPCMNEKTUBHbIX TEXHONOTrNI

N MeToOoB MX ncnonb3oBaHus TeqViser.

TeqViser — MHCTPYMEHT g 06beKTUBHOIO U CBOE-
BPEMEHHOIO NPUHATUS PELUEHUN, KOTOPbIN
CNOCOBEH CYLLEeCTBEHHO AOMNOMHUTL TPaAULMOH-
Hble MeTOAbl OLLEHKM 3KOHOMUNYECKMX NEPCNeKTnB
WHHOBALIMOHHbIX Pa3paboTOK K TEXHONOIMYEeCKMX
ctapTtanos. LlndpoBblie TEXHONOrMN He TONbKO
CYLLEeCTBEHHO pPacLNPUInN nccnegyemyio
BbIOOPKY, HO N 3HAYUTENBHO COKPaTUIN CPOK
06paboTKN NCXOOHbIX AaHHbIX, NPeacTaBnsis
pesynbTaThl U peKoOMeHaaunm ans npuHATUS
ynpaBneH4yeckux peweHunn. iccneposaHne
OCHOBAaHO Ha aHanMae NepPBUYHbIX NCTOYHMKOB,
NPEeNMyLLLECTBEHHO TEKCTOBbIX aHINOA3bIYHbIX.
[ns nonyyeHns CTPYKTYPUPOBaHHbIX AaHHbIX

N3 MOJSly4YEeHHbIX MaCCMBOB NPUMEHSETCS
MaLUNHHbBIN NIMHIFBUCTUYECKMIN aHanus, a Takxe
aHanu3 4acToTbl YNOMUHAHUIA TOFO NN UHOTO
HanpaBfeHNs TEXHONOMrMYEeCKOro PasBnTUs

n cdepbl Ero NPUMEHEHMNSI.

BHelwHaa aHannTtuka

L
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Office

NHBecTnumn ® MaTeHTbI

CEEE

McToYHMKaMn gaHHbIX AN UCCNeaoBaHms cnyxat
HaKOMMEHHble 3a HECKONbKO NeT 6a3bl AaHHbIX,
KOTOpPbIE NO3BONAIOT aHaNnnM3npoBaTb TPeHAbl Ha
Pa3HbIX aTanax XM3HEHHOIo UnkKkna, HadynHaqa ot
peweHnd (I)yHD,aMeHTaJ'IbeIX Hay4HbIX npo6neM

O6uwan 6a3a
TeqViser

1,2 MnH
nyénukaumn CMU

608 000

MHBECTULN

33 MmnH

NnaTeHTOB

64 MmnH

Hay4HbIX
nyénukauuimn

Puckn
B UHTEpPHEeTe

53 000
nyénukaumn CMN

yayiele)

MNHBECTULINN

%/

32 000

naTeHToB

109 000

Hay4HbIX
nyonukauum

[5]1 Metoponorus

1 3aKaH4YnBas NPaKkTUYECKUM NPUMEHEHNEM
TEXHOMOMMIN B PbIHOYHbIX MPOAYKTaX U PELUEHUSX.
B kayecTBe NCXOAHbIX AaHHbIX Bbl6paHbl
NepBUYHbIE HE UHTEPMNPETUPOBAHHbIE IKCNEPTaMM
CBMOETENbCTBA PA3BUTUSA TEXHONOMUN.

Puckun pna peten
B UHTEpPHeTe

PyyHon
aHanus

13 000
nyénukaumn CMU 500+

120 HayY4HbIX cTaTemn

MHBECTULNN

9 (M)

200

NaTeHTOB U peLweHnn
1000 :

naTeHToB 100
22 000 NT-koMnaHum

HayYHbIX
ny6nvkaumin




64 // 65

(O6 aBTOpax)

>>

>>

>>

>>

BOPUC
FMA3KOB

Buue-npesngeHT
Nno CcTpaTern4yeckmm
NHMLMaTMBaM

MNAO «PocTtenekom»

MAKCUM
KOHOPATbBEB

AHanNUTUK,
MINDSMITH

OAPbS
BOPOHUHA

Crapwun aHanuTuk,
MINDSMITH

OAHUUN
LLEPBEAKOB

Mnapgwum aHanuTuk,
MINDSMITH

>>

>>

>>

>>

NABES :
KPACOBCKMU

3amecTuTenb gupekTopa
LleHTpa cTpaTernyeckmx
MHHOBaLMN

MAO «Poctenekom»

AHACTACUA
TETEPKUHA

AHannUTuK,
MINDSMITH

MBAH
KJIMNMOB

Skcnept MINDSMITH, goueHT
dakynbTeTa coumanbHbIX
HayK, CTapLUnr Hay4YHbIN
COTPYAHWNK MexayHapoaHown
naboparopumn NpPUKIagHOro
ceTeBoro aHanusa HAY BLUS

Mbl BbIPAXKAEM

>>

>>

>>

PYCIAH
IOCY®OB

Ynpasnsowmn
naptHep MINDSMITH

HATAJIbA
KYPOBCKAA

AHannTuK,
MINDSMITH

CEPrEN
OABbIOOB

Skenept MINDSMITH,
poueHT [lenapTameHTa
couuonorun HAY BLUS

BJTIATOOAPHOCTb 3KCNEPTAM

Anekcelo 'yceBy
AHacTacum CtapkoBomn
Aptemy KanawHukoBy
Buktopy UBaHOBCKOMY
HDeHucy baTtpaHkoBy
OmMmutpuio MaHaHHUKOBY
EkaTtepuHe JleroctaeBomn
EnunsaseTte lNapwunHon
KpuctuHe Parysoson
Mapuu 3eneHoBon
Hatanuun ®enbamaH

Hatanbe JleanHon
Hatanbe XunmmoH4uk
OkcaHe [leMbsSHEHKO
OkcaHe PaszymoBon
Onbre XypaBckou
Onbre UrHat4yeHko
PomaHny Wanunpo
Pyctamy XanpetanHoBy
CeméHy PoxkoBy
Cepreio bawyk
lOnuaHe YenypHon

ANIbSIHC ;
MO 3ALUMTE OETEM
B LI®POBOW CPELE

AnbsHC No 3awmTe geTen B LMdpoBomn

cpene — nepsoe B Poccum nHgyctpuanbHoe
obbepunHeHne, HanpaBneHHOe Ha co3paHue
OpyXentobHon, KoMGopTHOW 1 6e3onacHom
Ons peten undpoBon cpenbl, CMOCO6HOM

B MOJZIHOM Mepe pPacKpbiTb TBOPYECKUN
NoTEeHUnan HOBOro NokKoneHuns. AnbsHC
ocHoBanun 1 ceHTabpsa 2021 roga oeBaTb
KpynHenwmx komnaHmum Poccun, paboTatoLmx
B chepe UT n kommyHmkaumm: «BeimnenkKom,
«lagnpom-Mepuna XonanHr», «JlabopaTtopus
Kacnepckoro», «Mera®on», MTC, VK (paHee
Mail.ru Group), «HaumoHansHasa Megua lpynna»,
«Poctenekom» un «AHOeKkc».

YneHbl AnbsHca B3ann Ha cebs [obpo-
BONbHblE 0653aTENbCTBA, MPU3BaHHbIE
NoBbIWaTh LMPPOBYIO rPaMOTHOCTb AeTeN,
poguTenen n Neparoros, pasBmBaTtb y oeTen
HaBblKM OTBETCTBEHHOIO 1 6€30nacHoOro
NOBEAEHUS B UHTEPHETE, EMOHCTPUPOBaTh
WM BO3MOXHOCTWN CO3UJAaTENbHOrO
NCMONb30BaHMS UMOPOBbIX TEXHOMOM N,
dopmMMpoBaTb U NPOABUraTh NO3UTUBHBbIN

n obpasoBaTeNbHbIN KOHTEHT, pasdpabaTbiBaTb
HOBble MoAXxonbl ANs 3alNTbl AETEN

B MHTEPHETE, co3aaBaTb HEOOXOAUMbIE
NHGOPMALIMOHHO-TEXHONOIMYeCcKkme peLleHmns
AONS 3aLNTbl MMYHBIX AaHHbIX, IPOaKTUBHO
BbISIBNSATb W yOansiTb KOHTEHT, KOTOPbIN

MOXET NPUYMHUTb BPEM 300POBbIO

U pasBUTUIO OETEN.

BaxHoe HanpaBneHne paboTbl AnbsHca —
NMOCTOSIHHbIN OManor C rocyaapCcTBOM U
MeXayHapoOHbIMU OpraHu3aumaMm ons
0b6beanHeHNs YCUNMM No 3almTe oeTen

B udpoBOM MUpeE. ANbSHC HaMEPEH CTaTb
nuaepoM rnobanbHOM koonepawuum B chepe
3alWunTbl AeTCTBa B OHNAaNH-Cpeae 1 NnpoasuraTb
Ha MeXAyHapOAHbIX MMoLaaKax POCCUNCKME
WHULMATUBBI U MOAXOObl UHCTUTYTOB
rpaxgaHCKoro obLecTBa, TEXHONOrMYECKMX-
VU MeOvakoMnaHum.

MoppobHasa nHpopmaums o6 AnbaHce
N ero nesTeNbHOCTU AOCTYMNHAa Ha canTe:
https://internetforkids.ru
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